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1300-1315 Background and Introductions

1315-1500 Identify/Discuss Strategic
Guidance Documents

1500-1515 Break

1515-1650 Discuss Engagement Strategies
and Develop Actions

1650-1700 Recap and Way Ahead

Discuss session purpose.

Capture organizations participating in the session.
Provide an overview of the Strategy Process.
Review DoD Strategic Documents and Definitions.
Define biometrics as both a process and a capability.

Determine Strategic Guidance documents (National,
OSD, Joint Staff) in which biometrics equities should be
represented.

History: DoD Strategic Document inventory

DoD Strategic Planning Cycle and the DoD Biometrics
Strategic Planning Process.

Based on list of Strategic Guidance documents, identify
formal/informal entry points, processes, and timelines for
document development.

» Determine actions to engage.
» Identify responsibilities for engagement.

Biometrics-enabled Tasks & DoD Mission Areas

Agency, Service, and Combatant Command documents?



Purpose (1 of 2)

Synopsis:
» BTF representatives have participated in development of 2010 QDR through
Army QDR Council of Colonels and collaboration with USD(P).

 BTF expects 2010 QDR to include language reflecting threats and challenges
that have been and can be overcome by implementation of biometrics.

* QDR is one of the principal means by which the tenets of the National Defense
Strategy are translated into potentially new policies, capabilities, and initiatives.

Issues:
» Lack of biometrics equities present in current Strategic Guidance Documents
(i.e., NSS, NMS, NDS).

» 2001 QDR identified biometrics as an emerging technology worthy of vigorous
development and exploitation.

» 2006 QDR published absent references to biometrics — a missed opportunity.

How can the biometrics community influence the inclusion of biometrics
capabilities within DoD strategic documents of similar importance to the QDR?




Purpose (2 of 2)

Challenges:

*Achieving consensus on the appropriate DoD Biometrics equities/mission sets/
applications for incorporation in the Strategic Guidance Documents (i.e. biometrics
has applications beyond immediate support to the warfighter).

Objectives:
*Determine the appropriate entry points for collaborating and influencing strategic
guidance documents.

Identify stakeholders in the biometrics community that will “sign up” to collaborate
and represent the equities of the DoD Biometrics community on the various
strategic documents.

Way Ahead:
|dentification of key POC organizations and “biometrics” representatives.
sList of upcoming Strategic Documents — viable targets for inclusion of biometrics.
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| National Security Strategy (NSS)

National Defense Strategy (NDS)

National Military Strategy (NMS)

s Emreo e Earcre - thaea FAarro

Guidance for Development
of the Force (GDF)

Guidance for Employment
of the Force (GEF)

Joint Strategic Cagabilities
Plan (JSCP)

=]

Unified Command Plan (UCP)
CJCS Risk Assessment (CRA)
4 Joint Strategy Review (JSR) Process -

Quadrennial Defense Review (QDR) Process

5 (DELIBERATIVE: For discussion purposes anly. Drafl working papers. Do not release under FOIA] Source: Intellipedia - (U) Joint Strategy Working Group Portal (SIPR)



To become an effective DoD Biometrics Program, we must
address the biometrics (process & capability) elements that

support the Employment, Management, and Development of the
Force (and DoD Workforce).
National Security Strataqy (NSS)

Natior.ar Defense¢ Strategy (NDS)
National Milita'y Strategy (NM>)

Guidance for Employment Guidance for Development
of the Force (GEF) of the Force (GDF)

Joint Strategic Capabilities
Plang(JSC ) f f

T

I oniswacg/RevewUSRIProcess 3
| Guadrennial Defense Review (QDR Process

6 (DELIBERATIVE: For discussion purposes anly, Drafl working papers. Do nol release under FOIA]
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Strategic Documents

Defined (1 of 4)

National Security Strategy (NSS)
Title 50 U.S.C. 404a requires a national
security strategy report each year and no
later than 150 days after a new
President takes office. Informs
department and agency security
strategies.

Quadrennial Defense Review

(QDR) Process

Title 10 U.S.C 118 requires, every four
years since 1997, the Secretary of
Defense conduct a comprehensive
review of the nation’s defense strategy,
force structure, force modernization
plans, infrastructure, and budget. The
QDR process is the foundation for all
major DoD strategic activity. It produces
a National Defense Strategy (NDS),
Guidance for the Development of the
Force (GDF), and Guidance for the
Employment of the Force (GEF), and an
unclassified report to Congress.

Source: Intellipedia - (U) Joint Strategy Working Group Portal (SIPR)
(U) DoD Strategic Processes and Documents Summary
Strategy Development Division, JS/J5



Strategic Documents

Defined (2 of 4)

National Defense Strategy (NDS)
Title 10 requires the Quadrennial
Defense Review (QDR) to develop an
NDS along with a force structure and
defense program capable of executing
the strategy at low to moderate risk.
Informed by the NSS. Informs the NMS,
GEF and GDF.

National Military Strategy (NMS)
Title 10 requires delineation of a national
military strategy consistent with: (i) the
most recent National Security Strategy
prescribed by the President pursuant to
50 U.S.C. 404a; (ii) the most recent
annual report of the Secretary of
Defense to the President and Congress
pursuant to 10 U.S.C. 113; and (iii) the
most recent QDR conducted by the
Secretary of Defense pursuant to 10
U.S.C. 118. Informed by NSS, QDR,
NDS, and CRA. Informs JSCP and
provides CRA framework.

Source: Intellipedia - (U) Joint Strategy Working Group Portal (SIPR)
(U) DoD Strategic Processes and Documents Summary
Strategy Development Division, JS/J5



Strategic Documents

Defined (3 of 4)

Unified Command Plan (UCP)
Assigns the missions, responsibilities,
and geographic areas of responsibility
of combatant commands. CJCS
reviews the UCP every two years.
Signed by the President, the UCP
along with the National Security
Strategy (NSS) are components of
U.S. Grand Strategy. Informed by the
NSS. Informs the GEF and JSCP.

Biennial Review of the NMS and

Chairman’s Risk Assessment (CRA)
Title 10 requires CJCS to conduct a
comprehensive review of the NMS,
including an assessment of the strategic
and military risk associated with executing
the NMS. Informed by the current NMS, 4-
star level input from the Comprehensive
Joint Assessment (CJA), and the strategic
environment. Informs the GEF, NMS, JSCP
and CJCS independent military advice.

Source: Intellipedia - (U) Joint Strategy Working Group Portal (SIPR)
(U) DoD Strategic Processes and Documents Summary
Strategy Development Division, JS/J5
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Strategic Documents

Defined (4 of 4)

Guidance for Development of the

Force (GDF)

Establishes the Department's force
development planning and resource
priorities needed to meet future
contingencies. Consolidates and
integrates force development planning
priorities into a single overarching
document and replaces guidance
previously promulgated through the
Strategic Planning Guidance (SPG),
Global Defense Posture, and Science
and Technology priorities. Provides
SECDEF Pol-Mil guidance to inform
development of the Program Objective
Memorandum (POM). Informed by the
NDS and NMS.

Guidance for Employment of the

Force (GEF)

Merges Contingency Planning Guidance
and Security Cooperation Guidance into
one document that provides
comprehensive, near-term planning
guidance. The GEF and JSCP are
companion documents. Provides
Presidential and SECDEF Pol-Mil
guidance. Informed by the UCP and
NDS. Informs strategic policy guidance,
campaign plans and the JSCP.

Source: Intellipedia - (U) Joint Strategy Working Group Portal (SIPR)
(U) DoD Strategic Processes and Documents Summary
Strategy Development Division, JS/J5



QDR - 2001

Q UADRENNIAL Emerging Technologies. The Department will vigorously pursue the
development and exploitation of technologies that can significantly
DEFENSE REVIEW ||lincrease US. advantage in intelligence collection, analysis, and security.
Some of the most promising include:

REPORT
» Low-observable technologies that may be applied to collection
platforms:

= Nanotechnology that may result in miniature, mobile,
autonomous sensors that could penetrate the secure and remote
facilities of an adversary;

» Advanced parallel processing and quantum computing to
provide real-time processes, decryption, translation, and
transcription of communications;

= Biometrics for tracking adversaries and providing secure
authentication of individuals secking network or facility access:
and

s Commercial imagery for remote sensing of the earth.

September 30, 2001

11 Source: (U) 2001 Quadrennial Defense Review Report (QDR)



Biometrics Defined: JP 1-02 { DI

12

Biometrics -
(DOD) The process of recognizing an individual based on measurable
anatomical, physiological, and behavioral characteristics.

Biometric -
(DOD) Measurable physical characteristic or personal behavior trait used to
recognize the identity or verify the claimed identity of an individual.

Source: Joint Publication 1-02 DOD Dictionary of Military and Associated Terms
http://www.dtic.mil/doctrine/dod_dictionary/




Biometrics...as a Process

BIOMETRIC mal “%E*— BOMETRIC 5 AuALYZE —ﬁ/;’ﬁf/\
mE \\/ . FRE - & ¢
o I r I $
ENROLL ! b
(| BIOMETRIC I SHARE
—mE S| il
: I;FDRII\TIDII
: I e —
! : REFERENCE: ﬁ‘.
1 [ &ﬂms ON [NDIVIDUALS
L
¥ ¥

Biometric and Operations / Business Functions

13 Source: (U) Capstone Concept of Operation for DoD Biometrics (2006)



Biometrics...as a

Capability/Technology

Collection Devices Modalities Authoritative
Database(s)

ABIS

- DEERs
. - CrossMatch
BISA Jump Klt

Biometrics are “measurable physical and IAFIS
behavioral characteristics that enable the
establishment and verification of an

,T"m g
PIER . . .
individual’s identity.”
Q ﬁ Capstone CONOPS for DoD Biometrics, November 2006. IDENT

SEEK-ID Fusion
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Biometrics — A Pathway to

DoD Strategic Documents

DoD Strategic
Documents

O DoD Mission Areas

T WARFIGHTER

4 )
& J
INTELLIGENCE
F How do we as a community
— , , ensure the correct biometrics

UCP — Unified Command Plan QDR — Quadrennial Defense Review
NDS — National Defense Strategy NMS — National Military Strategy themes and COﬂCGptS are
GDF — Guidance for Development of the Force GEF — Guidance for Employment of the Force incorporated into DoD Strategic
BESP — Biometrics Enterprise Strategic Plan

Documents?

15
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16 Source: Intellipedia - (U) Joint Strategy Working Group Portal (SIPR)



OSD and JSPS:
As Is - Becoming

Adaptive
Planning

ring

Joint Doc

Comhined or D&lmd
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17 Source: Intellipedia - (U) Joint Strategy Working Group Portal (SIPR)
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BREAK
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4-Year Battle Rhythm
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19 Source: Intellipedia - (U) Joint Strategy Working Group Portal (SIPR)



Expected Strategy Process

Timeline

JUL ‘09 OCT ‘09 JAN “10 APR “10 JUL 10 OCT ‘1

.............. —————————————— L f m e e e e e e o T —————————————

UCP Review Ucp

N
NSS Develop g

QDR QDR Re port 4 <

w
GEF Development GEF 25-31 JAN — OSD Rollout
S 000000 ~1 FEB — QDR Publication (to Congress)

GDF Development | GDF ~ 1 FEB — GDF Development begins

~ 15 APR — 1st draft of GDF 2010
NPR Development NPR, L J

Assessment

Submitted CJCS NSPR
Input to NSC CRA

- CRA/
Joint Strategy Review Biennial Joint Strategy Review
(JSR) Process Strategy (JER) Process

Review

JSCP Development

20 Source: Intellipedia - (U) Joint Strategy Working Group Portal (SIPR)




DoD Biometrics Enterprise
Strategic Planning Process

(“To-be”)

Description

Continuous Process of

Strategic Pl i . . . .
rafegic Hlanning Receive, Annual planning guidance is developed based on

) Develop, and analysis of National and Department of Defense
Issue Planning | strategic guidance, status against milestones and
Guidance metrics, and stakeholder feedback.

Receive,

Develop, and
Issue Planning
Guidance

Conduct
Planning

This step is a deliberative process that focuses
on defining/refining strategic direction, providing
Conduct . ;
e X Enterprise-wide focus for both long- and short-
Planning : . o S )
term biometrics priorities and activities. Applies
to both the Strategic and Implementation Plans

Align
Budget &
Resources

Stakeholder The stakeholder review involves the informal
1QFY 2QFY

Review staffing of the strategic plan with leadership.
4QFﬁQFY Consensus on the strategic and / or

° Publish Plan implementation plan results in publication of the
relevant plan.

Align Conduct
C°?E?1:e"t StaRk:V*;Z\':er Align The inclusion of the objectives and actions into
Component applicable DoD Component plans ensures
Plans alignment of priorities throughout the Enterprise.
publish Plan Resource and budget alignment integrates

strategic/implementation plan resourcing

Align Budget & requirements into the appropriate DoD

RESEUTEES Component’s Program Objective Memorandum
(POM) and budget process.
Execute & Execution occurs throughout the year and
On Years (Even) — Strategic Plan Review Q@ Review progress is monitored against both planned
3 Y . Progress mllestpne achle\{ement and performance against
Off Years (Odd) — “I-Plan” Review established metrics.

21



Document Identification/

EWATES
DOCUMENT ~ PUBLICATION
PRIORITY DOCUMENT OPR / POC CHALLENGES / IMPACT TIMING

OPR: * (Text) AUG 2010
1 DOC POC:

BIO SME: " (Text)

OPR: * (Text) FEB 2010
2 DOC POC:

BIO SME: " (Text)

OPR: * (Text) APR 2010
3 DOC POC:

BIO SME: " (Text)

OPR: * (Text) MAY 2010
4 DOC POC:

BIO SME: " (Text)

OPR: * (Text) FEB 2010
5 DOC POC:

BIO SME: " (Text)

OPR: * (Text) FEB 2010
6 DOC POC:

BIO SME: " (Text)

22



DoD Mission Areas and
Biometrics-Enabled Tasks

Biometrics Enabled Tasks

{ BIOMETRICS
cmmaam

Identify an Manage Manage
Unl_(n_own Locate Track a Idgntlfy LOC"’?' Authorize Control Enable Collect Er_nerg_ency Share
Individual Friendly |Populations ! - . Situations .
. Person of | Person of : Access to Physical |Information| Forensic ) Identity
During Force during A . during Non- ?
DoD ) Interest Interest L o Privileges Access Assurance | Evidence - Information
Missi Tactical Individuals Military Military
elielr] Operations Operations Operations
Areas
| V| V| V|V |V v v
etsoce| 3 v v v v v
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The Strategic Planning ’!IMET
Process and Documents | OLLABORA
TIONFORUM

| pll
National Security Strategy (NSS)
National Defense Strategy (NDS)
National Military Strategy (NMS)

o
e T

|
r————

Guidance for Development
of the Force (GDF)

Guidance for Employment
of the Force (GEF)

Joint Strategic Cagabilities
Plan (JSCP) Are there other documents below

the OSD and Joint Staff level we

T T should explore? (Agency, Service,

Combatant Command)?

Unified Command Plan (UCP)

CJCS Risk Assessment (CRA)
; Joint Strategy Review (JSR) Process -
_ Quadrennial Defense Review (QDR) Process

24 (DELIBERATIVE: For discussion purposes anly. Drafl working papers. Do not release under FOIA] Source: Intellipedia - (U) Joint Strategy Working Group Portal (SIPR)



Hierarchy of Planning

Documents and PPBE

Planning
A NSS — annually with PB Le end
A NDS — quadrennially with PB
A\ NMS - biennially 15 Feb even FY |:|
A\ QDR — quadrennially with PB

AGDF — Fall even FY; updates, as required, odd FY
A A A A TAP —AS e Sep; APPG ¢ Oct; APGM o Dec; ACP  Dec
ATAA —Dec even FY
A\ RDAP - annually Mar
AEPP —Jan-May even FY
Programming A\ CPR —annually Mar
ATGM —annually Mar even FY; as required odd FY
AFG — annually Apr
AJPG — May/Jun even FY; updates, as required, odd FY

A POM/BES - Aug even FY
CP/BES - Aug odd FY

ACPA —annually Oct
APDM —annually Nov
Budgeting A PBD — annually Sep-Nov
AMBI — annually Dec
APB — annually Jan-Feb

Execution AUTH/ Signs by
APPN/ICR into Law Sep 30

Source: (U) Army G-3/5/7 Resource Analysis and Integration (DAMO-CIR) EXECUTION Continuous
25 ASSESSMENT




BACKUP

26



DoD Biometrics
Strategy Map

Fight the long war
on Terrorism

Reorient Capabilities
and Forces

IOMETRICS

B
COLLABORA
 TIONFC

Reshapethe
Defense Enterprise

Develop a21st
Century Total Force

Achieve
Unity of effort

VISION: A flexible, global biometrics entergrise that protects rights and enables services for our EersonnelI friendsI and partners, and denies anonxmitx to our adversaries.

MISSION: Provide enduring biometrics capabilities to the DoD and its mission partners to enable identification of individuals in support of national security interests, |

GOALS

OBJECTIVES

27

1.0 MILITARY OPERATIONS:
Meetwarfighting biometric needs of
CombatantCommands, Services,
and Combat Support Agencies with
sufficienttimeliness and certitude.

2.0 BUSINESS FUNCTIONS:

Integrate biometrics into DoD business
functions asrequired to increase
efficiency, effectiveness, and accuracy.

|

1.1 Employ biometrics collection
capabilities with full cooperation,
limited cooperation,and no
cooperation.

1.2 Operate and maintain DoD
authoritative sources of biometric
information thatenable secure and
robustinteractions between DoD
biometrics collection and matching
systems and other identity systems.

1.3 Share biometrics data among the
DoD Components, and with
interagency and multinational
partnersin accordance with law and
policy.

1.4 Employ biometrics to enable
targeting, tracking, and prosecution of
known or potential adversaries.

1.5 Employ biometrics to enable
protection of friendly forces, facilities,
and equipmentagainstadversaries
and unknown persons.

T

2.1 Clearlyidentify the areasin business
processes where biometrics can provide
additional benefit,and determine and
prioritize requirements.

2.2 Define the strategic, operational, and
technical frameworks for biometrics-
enabled identity transaction activities.
Prioritize modalities and business
functions.

2.3 Establish and manage DoD
Biometrics Enterprise performance
metrics.

INSTITUTIONALIZATION:
Ensure biometrics are incorporated into
standard DoD processes in order to
enhance military operations and business
functions.

3.1 Develop and implementan approved
Enterprise Requirements Strategy that
identifies and integrates joint, Service,
CombatantCommand, and Defense Agency
biometrics requirements.

3.2 Provide PPBE guidance forinsertion
of common biometrics capabilities.

3.3 Acquire biometrics capabilities in
accordance with DoD 5000 series.

3.4 Develop and facilitate adoption of
biometrics standards to enable
interoperability.

3.5 Establish and maintain the DoD
Biometrics Enterprise Architecture.

3.6 Establishand coordinate a
comprehensive S&T program to guide
developmentand transition of technologies

thatenhance biometrics-enabled capabilities.

3.7 Assess, develop, and coordinate DoD
policies to enhance employment of
biometrics.

4.0 UNITY of EFFORT:

Coordinate efforts to achieve unity of purpose
forthe effective governance and employment of
biometrics-enabled capabilities and proactive
engagementwith joint, interagency, and
multinational partners and civilian populations.

7y

4.1 Building upon DoDD 8521.01E, develop
effective processesto engage leadership and
coordinate efforts across the biometrics
community.

4.2 Establish the methods and means to execute
the roles and responsibilities described within
DoDD 8521.01E.

4.3 Ensure a continuous strategic planning
processthat incorporates evolving technologies
and innovatively uses capabilities across arange
of mission areas.

4.4 Engage with interagency and multinational
partners to biometrically identify individuals of
interest.

4.5 Develop and implement strategic
communicationsto inform leaders, stakeholders,
and the public of the value of DoD biometrics
capabilities.

1

4.6 Develop and implementknowledge
managementfor DoD biometrics.

Source: 2008 DoD Biometrics Enterprise Strategic Plan (BESP)



DoD Biometrics

Functions Defined

BIOMETRIC FUNCTIONS:

Collect: Capture biometrics and related contextual data from an individual, with or without his knowledge.
Create and transmit a standardized, high-quality biometric file consisting of a biometric sample and

contextual data to a data source for matching.

Match:  Accurately identify/verify the identity of an individual by comparing a standardized biometric file
to an existing source of standardized biometrics data, scoring the level of confidence of the match.

Store: Enroll, update, and maintain biometric files to make available standardized, current biometric
information of individuals when and where required. Biometrics files are either enrolled or updated
before they are stored.

Share: Exchange standardized biometric files and match results among approved DoD, Interagency, and
Multinational partners in accordance with applicable law and policy.

OPERATIONS/BUSINESS FUNCTIONS:

Reference: Query repositories of associated information on individuals for the purposes of analysis.

Analyze: Link an individual's biometric file with available associated information in an effort to identify
patterns, clarify status, and better inform the decision making process.

Share: Exchange analysis and associated information on individuals among approved DoD, Interagency,
and Multinational partners in accordance with applicable law and policy.

Decide/Act: Take action based on match results of a biometric file combined with that match’s connection
with analysis or referencing to repositories of non-biometric information on individuals.

28



Biometrics-Enabled BI.METRICS

Tasks COLLABORA
| TIONF(

 |dentify an Unknown Individual During Tactical Operations.
e Locate a Person of Interest.

e Track a Person of Interest.

 l|dentify Friendly Force Individuals.

« Manage Local Populations during Military Operations.

* Authorize Access to Privileges.

o Control Physical Access.

« Enable Information Assurance.

e Collect Forensic Evidence.

« Manage Emergency Situations during Non-Military Operations.
e Share Identity Information.

These tasks are examples. List is not all-inclusive.

29



