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BIOMETRICS:
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The Deparirnent of Defense (Dol2) has a
groeving need 1o contmol sooess 1o s
many assets in both tmes of war and
peace, Sirmilarky Dol omanizations
iriLesd i lwarys b ey 10 ideniily “friend or
e This requirament is heightened in
thee Cilohal War on Termrsm, whene the
enery s dermonstnted it willingnes
T e il e i curmenil idenlity
ranmgerment systens. ldentty assurmnos
% vitil 1o profecing ouwr lacilities, our
informaton networks and, o
impsortant of ull our personmiel. Biometric
syt lake identily assurance bevond
sornedhing sou buve e g, an denblication
cardh orsomething vou know leg, a
el o samething you ae iega
fimgermpintl The Dol alomg with many
oifrer apercies, is looking al hiomencs as
a waly' o safeguand its ssets. The Dol
Biometmics Manageament Cifice, lncated
in Arlimgson, Ve, supgors ard
encourapes the use ol mometnc
technologies inthe Department . The
Biometncs Fusion Centerin Bridgeport,
Wi, a subordinate unit of the
Biometnes Management Office, provides
testing amid other opemtional suppo.

As Director of the Biometncs
Management Office, | understand both
the remendous potental and the cument
nezalities of these echnologies. Working
together with Sam Cava, the Director of
the Bioanetrncs Fusion Center, | am
commmitted g hendmg Dol use biometric
technologies effectvely and efficienty
particulady o suppo the LS militans
effors in the: Glohal Waron Termonsm. [n
this anticle, | proside an mvendes of where
iz e odlay 0 buddimg, better biometnic
capabilities within Dol
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Ly prowide thut overview, this anicle:

= oitbers o bef historical perspective of
hicmictrics;

w chefines the cument sitiaion and offers
sormie exarmples af Tos cumenihy
mvailable biometric echnologies ma or
ey Mot et rerional securnly
recuarermenits: and

= SLEEEeSTs AN aperional fmework for
examining how Dol can deploy
Pricamenic technologies,

Biometrics: & Historical Perspective

Foarmost of the 19h centums when a

parson was comvicted of a crime, the

seniteroe wis hised on the specific offense

were nint incentivized o disclose their pus) ]
hiadd smots. T et toy the truth, eriminal

investigators of the 1%h century

comsichered severml potential solutions for

linking a person’s identity to that person’s

pricr crirminal record.

[idizally; ofTheczes ol il Eiw e w
Mecogmize previoars criminals, primarily by
theeir fiacial chameteristics. This mistheod
wintkesd well enough when the epest
affender was a member of @ smeall
oormLnity where he was well knoan
However, the svstem hegan to unrvel as
commmnities expanded and o
populations became more mobile. Even
with those factors removed, the muth s

cormmitted, Oher Bctoes, such o the
person's pror crirnanal history; ad very
little effect on the punisbrment a ciminal
received With the proesae ol the Habitual
Criminals A1 in 1869, the British
Pariament inmsduced a new criminal
Justice conceptwith punishmsent tilomed
noct anky ws the specific offnse commminesd
b siben 10 persoms histon of Thad acts oF
pricr criminal record. In other words,
hahinal ciminzals for ecdivisis) peemhed
harsher semiences This appreach & =ill
with us oy and embodies sockeny’s
wiews of criminal justice,

T comply with the mew kiw, a person’s
history of criminal acthdity had o be
mitched 1 his or ber identity, pomticulady
since persods with pror ciminal eoonds

that most people - even irained police
officers - are nol very good at ecosnizng
faces of people they do not know well
Thues innessators sesrched for fechnology
thiat el aid in idenification

Alphonse Bentillon, a Pars police
edTecial, camme o tlve apparent rescie
with anthropomemics, which imaolved
taking multiple measuremenis of an
indixidual, such as the length of the amm
froum thee ellsow i the tip of the index
fimper, using specilly designed ools
and recording the infomciion ona
record cand (see illustrmtions)
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The general premise was that 2 wained kw
enforcement officer could use these
unicgue plwsical charpcienstics o



distinguish an mdnadual from all cthers
in g populaton The police would ke
anthrpometnc measuremenis of a
person and compane all the recopd cands
for matches. This “Berillonage” was an
garty attennpt by the criminal juestice
ConTILnALY o use biometncs o
determing identity:

Iry 1854, Bertillon made 200 matches of
persons with prior crminal reconds that
ihe podice had othersise missed Inthe
e, anthropometnics did not paove 1o be
the sitver bullet that the police had hoped.
There were discrepancies m
measurements taken by different people,
the “enmollment” was overly complex and

Irvestigation (P, astutely and skillfally
recoenized how fingempants would be
ysefial Bor iderification purposes and
estmhlished the FBI s the stewand [or
criminal fingerprint data in the US, Tha
legacy eventualky led & the creation of the
FEls Infegrated Automaled Fmgempin
Identification Svstem (LAFIS)

Lanmched in 1999, LAFIS is the FRIS
compuier-searchabde database, located ot
the CrAminal Justice Infommation Senaces
Diwision im Clarksbune W v [AFIS
basicalky contains the fngerpants of abou
A6 miillion incdividusls whio buve been
arve=sied for felomy-level offenses in the
Ulnited States. Today, one of the first steps
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fime-consuming, and anthmpometrics
are not keft behind af cime scenes

Fortunately, at about the same time, there
was a competing school of thought in
criminal justice that acvocated the use of
fingesprints - another form af biomedres -
a5 a means of detenmining identity.
Publicized in 1878 by Dr Henry Faulds. a
British missionany working in Japar this
appioach relied on the distinctive pattems
o a persan's fingers to ascertain identity
I 1902, fingerpwints were used for the first
tiree i an English court of Lew 0 corsact
somneone of a crime. In the United States,
fingerprints were used for the first time in
acolrroorm in 1911 to determine guall,

In the 1920s, 1. Edgar Hoover, the voung
director of the LA Federal Bureau of

o .
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i the police booking process is to take a
suspect's fimgerprints and transmit them
i the FBI, whene they ane searched against
IAFIS reconds, In 95 perent of the cases,
a pesponse - match orno malch - s seni
bk 1o police in less than two hours. This
systenn gets i the muth, identifving a
person's previous eriminal histary, and can
be accessed fom anywhene in the LS by
authorized users

Whare Is Blomatrics Today?

Where do biomeirics fit into the
cumment piciure? The ahove
illustration helps explain,

Indivicual mfrnmation, shown in the inoer
cincle, consists of marmy pes. These
inchucle ometnic data, medical
imformnation. firgmcial infommation, credil

history comsumer informaton and penesil
biographical data such as name, address
and phone nuimber

Thie quiesstion e How can we best olitain
amd muke sense ofthe irdividual
intliarriation in oese o rone of these
catepores? Yarous Dala Acguisiton
Technologies (DATS have emerged 1o
capture and collect individual information
Thiev are referenced in the owlermos! circke
o the iltustration and include ool like e
Cilobal Pesitioning System (GPS) thenmal
imemang overhead imaging or satellie
neconnassanee, as well as vanous s of
dhuta mining and computer monionng
Biometrics 15 another sample of a AT,
As such, bometrics cam help link a present
incinvicual i previously used identities and
pacst acts, and perhaps oven link 8 present
inctivicual 1o anticipated future acts.

This places us in a position not unlike that
of the 1%h cemturye: Then s now; legal and
policy decisions have cregted operational
recuirerments rwhich we need
technology solutivas. The iectmical,
operatomal and adminisranye pammelers
oof that timme becl 1o the eventual adoption
of fingerprinting a sodution that is sl
valid and widely used today In seeking
hiometnc solutions o newly emendimg,
reqquirements - especially in the fonee
protection, nabonal secunty and
COUNtETHEmonsm arenas - il 1s cotcal o
identify not onlby the requirements
themselves, but also the fechmical,
opcrational and sdministrative needs
that will lead to successfil
implementation of echnolomes.

Mational Security Meeds and

Bicmetric Realities

Toy establish and venf identity in evenyday
transactions, we have gome from what we
heve, such s tokens, badges and keys, 1o
what we kniow, such us PINs pass codes,
passwords and seonet phmses. Now we ane
menving from whet we know o what we
are, which entails the linking of identity o
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BIOMETRICS | conmuen rmos s 2

physical chansctenstics or personal traits
Thnee of the most commeonby cited
resesns Bor using biometnics ans
L w0 proside better security;
2 wincrese comvenienoe, and
3 wosave money or provide 2 retum

01 Investment

These benefits have vet o he prsen by
hard empincal data and many times
e case-by-cose analysis. A
reguirement the LS. hus ght now bas the
potertial i help make the case for use of
biomemcs [Uis the fundamental need o
wel and lix o person's identin: The
requmement s nothing new. What is nes
i he combest.

Towclen: 1 1s possibile loran individual who
has been dismissed Fom a job with the
Drol by ggarint empkoviment in another
positica al another Dol instalktion, All
e o1 she needs s a new aliss name and
easly ablainable Fuodulent identiny
documents o suppor that alias name,
Biometmcs coukl] help resobve this
problem by pemmanently inking a person
with hisor ber idenitity

The homeland security arena offers
ancther new-comtext requiremient 1o vel
and fix identity: The LS Departments of
Homeland Secunity, State and Justice ane
all wiorking wagether o prohibit potentially
hammfidl persons fiom enering the United
Sl Again, g megor guestion is how
st by St an indivichual with a criminal
o lefrs] recond lioam obtaininga LS.
entry visa from o LS embassy abroad
when thal person i wsing a new alias and
forged] docurments As things cumently
stamd, it is difficult to make the link
berseen the person claiming & be x when
e or she 15 meally v, Biometric technology
solutions are now being empboved o help
thewart thiss problem

Mot only do these examples define a
requirerment o vet and fix identity they
o 5o a0 new contests with new
fechnical, opemtional and
administrative parmeters.

Whisch of the vanows biometric
lechnology solutions, iFamy; is poing fo he

Iz ":’ilrillj_' Syymmner s B

effective in addressing the reguirement?
That i what we are attempling o
determine in the Dol

Frst, the Dol has to consider the
techmscal limitations of cameni Bioanetnc
systemes, partculzrby in looking at
enterpise-wide solutions. Second with
three sepuraie Serdoe depariments and a
large numiber of suppor apencies and
offices, the Dol st coresader a wide
rangs of operationa] and procedursl issues

There are three parts o this framework -
Founcation, Applicutions and Dovers
Tedeerutity Ansthentication, or the vettng and
fining ety 5 at the Foundation lesel
This ges 1o the one-dndividual‘one-
ickentity objective.

The Apphcations level considers how the
dlat evaikable i the Foamckation leved is
wsel Logieal aocess and physical aocess
applications sddness the queston of
verification, using ometncs as a way i

Busimess Process

(Track Pemanes & Anwe]
Mathanal Sacurity Thraats
{Cusner, Prasvissi]
Resource Opfimization
B, Mmprar Dirivars
Logical ccess | Physical Recess | Accoundability Applications
Foundatien

in searhing for ideal verfication and
identification sofutions. For example, the
Biometncs Mansgement Cifice stresses
inferoperability ol biometnc technologics
thmoughoul Dol Thind, ther: are legsal,
podicy and social concems, especially in
the privacy arena. In sum, these
coweiderstions - fechnical, operational,
prowecharal, legal, policy and social -
consdiiuie the practcal parameters that
determine whether, to what degree, and/
or b we can use hiometrics within the
Drepartment of Defense o address

SECUTILY RinEments

An Operational Fromework for
Approaching Biometrics

The Biommietnics Muanagement Oifice has
developed a basic operational framework
(e dllusstrevtion ) s o meeans W better
understand the Dolys mopuinements as
well s the wechnical operabonas],
procedural, kegal, palicy and socisl
preirarmelers mowhich we work.

ensune that omlby authoneed persons ans
able o access Dol locations, computers,
infirmation and mebworkes,

Accountability entails the application of
hicmeinics i monitor and reeond
activities and mevement and 0 prevent
traud and abuse.

The Drivers kevel refiers io the reasons that
the Dol might hene for acheally using the
baiwmwestric dista that it has armay
eveniusally obiaim, These rersons include
national secumnty concems as well as the
necd to imprmse business pmocesses and
optimize resoumees. By using this
framewonrk, we ae betier able o sdentib
understand and mtelligently apph
henmetnic technobogy solutions within
specilic Dol) confexts.

Summary

In essence, baommetnics s a high-lech wond
fcar am nlcd comoept, human recogmition.
Just as the 19th century ciminal pstice
gystem developed a requimennent &0 link a



person o his previcasly vsed names and
pasl activities, so, oo, e Dol s
developing eguirements in e
prseciion, naticmal seeunty, and
counteEdemmonsm aneas that biametnc
lechmobogies can help support. Today,
hicametrics help pmobect the inegrity ol vilal
L5 Cawemiment infanmation and
installaEons arcand the workd

The Bmetrics Mamagement Office, anxd
its operational am, ihe Biomerics Fusion
Center, are beading effors o encoursge e
e o Tiometnic wechnaligies tiooghout
Dl Wi ane activishy working with many

U Cripesmmeny) spencies, inchuding the
FRCrimianel Justice Infomeation Sendoes
Cinvisiosr, (o keverige resoumes and ensue
inferoperahility B the effectne deployment
al bt throasehout the Dol
panticulardy in supgort of the Cilobal Wairon
Termorism The stadfs of the Baometrics
Marspement Cflice and Biomeirics Fasion
Cenler are prondd oo serve the nagonal
sECUT cormimunity in this eflon,

[Tl vigwes and covoliisions expressed

i 1 presentadon are Brose of

M Hivodhward and dio ot necessarly
represent ifose of the LA Departiment of
DpfEnse ow ainy of I8 Ccomipenents, e
FAND Conrporaationt o ey of RAND S
researell SpoHsv.)

M Woodwamd comes o the Depurine
of Deferse lometmnos Manngerment
Ofice froam EAND Comporation umder the
authemty of e Imemwemmenial
Persormel Act, which penmiis mimerment
ol personnel betaeen qualifiang
OfganiEtions. AL RAND, he served] a5 a
=emior pohoy s sworking o national
=eciy infelhpence and lechnology policy
issues orvanous LS Govemment dients
M Woodhwanl's particular area of intenest
is bormetnes. He has bestified abou
bicimelnes belomne Congress, the
Conmiission on Online Child Prodection
arwd the Vinginin State Crime Commission.
e 15 the prirmuny suthor of B

Ieewnity Asseernce i e Ifivenaiorn Age
(M eCirw Hill, 20031 Prios o joining
FAMND Fll-tme in J0060, M Wioodwand
served as an Operations Oficer for the
Centrd Intelligence Agency for 12 veams
Avmemiber of the Viginia Stace Bar, M
Woodwand reeeived his Jurs Doctor
degres magna cum laude fom
Cieomgetom Lmiversity Law Center in
Washington, [0 He wes a Thouron
Scholarat the London School of
Ecorormics, University of Lomdon, whens
hie mcened his %15 in Boonomics He
mecened his BA in Economics from the
Wharton School ot the University of
Penmsyharn Contact Information:
JohussoodbsandE hadaamemil &
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