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1 Overview

The DoD Integrated Data Dictionary (IDD) product is one of the Biometrics Published
Data Products. It is the authoritative source for DoD biometrics data elements. As part
of BIMA's mission to lead activities to program, integrate and synchronize biometric
technologies, it requires the definition and promotion of transmission data standards for
use by the DoD Biometrics Community.

The IDD helps to accomplish BIMA’s mission by:
1. Identifying the high-value data exchanged across DoD biometric systems (both

current and future),

2. Establishing authoritative definitions for those data, and

3. Documenting standards for them (for example, field size, character type and valid
values).

The Integrated Data Dictionary defines the data standards that are to be used when data
are exchanged among DoD Biometric Systems.

2 Intended Audience

The intended audience for the Integrated Data Dictionary is a wide one spanning
representatives from the DoD Biometrics Community with a need to understand detailed
data and their characteristics. This includes but is not limited to those responsible for
biometric system design and development.
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3 IDD Organization and Structure

Dictionary Element States. As standards and usages evolve over time, the IDD must
reflect the transition and retirement of dictionary elements. The IDD does this by
tracking the lifecycle of the dictionary elements through the following dictionary element
states:

Table 1. IDD Dictionary Element Status

State Description

Active Currently viable and fully usable dictionary element.
Deprecated | Element is still usable in current implementations, but it should not
be used going forward. It will gradually be phased out with a new
element(s) that incorporates the functionality of the deprecated
element. The IDD will clearly mark if an element is deprecated.
The IDD will also provide the superseding element(s) and any
qualifying condition. This helps identify the transition path from
As-Is to To-Be.
Sunset Used for alerting the user community that an element may be retired
in the future. IDD will provide indicator to clearly mark if an
element is in the sunset state and the reason why. Note, only FBI can
sunset an FBI element.
Retired | Used to alert the user community that the retired element shall not
be used for current and future applications. The IDD will clearly
mark if an element is retired.
Deprecated/Sunset element(s) will be retired if they have never been
implemented or if the particular version of the DoD EBTS they were
last found active in is no longer being used. (For example, when
DoD EBTS 1.2 is no longer being used, then 2.333 Nationality will
be retired. Another example, since 2.353 Subsequent Notification
was never implemented, this field will be retired in the next version
of the IDD.)

Legacy Pertains to FBI elements only. The element should only be used
Derivable | when exchanging directly with FBI. It can be derived from DoD
element(s). The IDD clearly marks if an FBI element is derivable.
The IDD will also provide the DoD elements and any qualifying
condition(s) from which this element can be derived.

Emerging | A DoD Type-2 element that can be considered for future capability.
It has not yet been approved by BSWG for use and can be subject to
change.
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The diagram below illustrates how an IDD data element can transition from one state to
another. For example, an active FBI data element in the IDD can become “Legacy
Derivable” when it does not satisfy DoD’s operational need. Another example is that a
DoD “Emerging” element might become active after approval from the BSWG. Note,
within a single release of the IDD, an element cannot transition more than one state. For
example, an element cannot go from Active to Retired within a single release.

Legacy

Derivable

- States applicable to all elements

- States applicable to DoD elements
D States applicable to FBI elements

Figure 1. IDD Data Element State Transition Paths

IDD Structure. All the IDD elements are categorized into Subject Area sections. Within
each section, the IDD contains three types of data constructs: sets, information items, and
standalone elements as shown in the figure below:

Subject Area Section

Set
anormation Item)

anormation Item)
o

Figure 2: IDD Data Constructs

December 8, 2011 UNCLASSIFIED Page | v



Integrated Data Dictionary V5.0 DIN: BIMA-STB-STD-11-001.2

A set is natural grouping of two or more elementary information items that are usually
treated as a single unit of information, such as “Domain Name” which consists of
“Domain Implementation” and “Domain Implementation Version” information items.

A standalone element is a data element that is usually treated as singular element.
Neither an information item of a set nor a standalone element can be further decomposed.
Because of this both are considered “data elements” within the IDD

IDD Subject Areas. The IDD is divided into sections based on subject area in order to
provide the context in which the data elements are used. The IDD contains data elements
categorized within subject areas that are listed in the table below.

Table 2. IDD Subject Areas

Subject Area Description
Type-1 Transaction Contains useful/required information items regarding
Information Record the use or purpose of the transaction
Type-2 User-Defined Contains contextual/situational/processing
Descriptive Text Record information (i.e. identification, biographic, and

descriptive, information) regarding the subject, the
encounter, response, sample and the transaction itself.

Type-4 High-Resolution The use of this logical record for the binary
Grayscale Fingerprint Image | Fingerprint image has been deprecated by Type-14
(Deprecated) Variable-Resolution Fingerprint Image Record.
Type-7 Latent Image — The use of this logical record for the binary Latent
Binary Latent Image Fingerprint image has been deprecated by Type-13
(Deprecated) Variable-Resolution Latent Image Record.

Type-9 Minutiae Data Includes fields 9.001 — 9.004. These common data
Record (Common) elements shall be included for any minutiae features

within a Type-9 record. Also includes fields 9.901-
9.904 for the universal latent workstation annotations
and workstation identifiers.

Type-9 Minutiae Data Includes fields 9.005 through 9.012. These fields are
Record (Standard Features — | marked as legacy in ANSI/NIST ITL 1-2011.
Legacy)
Type-9 Minutiae Data Includes fields 9.013 — 9.030. Used for exchanging
Record (IAFIS Features) geometric and topological minutiae templates and
information encoded from a finger or palm based on
the FBI IAFIS standard

Type-9 Minutiae Data Includes fields 9.126 — 9.150. Used for exchanging
Record (INCITS M1-378 geometric and topological minutiae templates and
Features) information encoded from a finger or palm based on

the ANSI/INCITS standard

Type-10 Facial, Other Body | Used for exchanging facial, other body parts and

Part and SMT Image image data from scars, marks, and tattoos (SMT) with
Record textual information

December 8, 2011 UNCLASSIFIED Page | vi



Integrated Data Dictionary V5.0

DIN: BIMA-STB-STD-11-001.2

Subject Area

Description

Type-13 Variable-
Resolution Latent Image
Record

Used for exchanging latent fingerprint or palmprint
image data with textual information

Type-14 Variable-
Resolution Fingerprint
Image

Used for exchanging variable-resolution fingerprint
image data, segmented flat fingerprint data, or major
case print data with textual information

Type-15 Variable-
Resolution Palmprint Image

Used for exchanging variable-resolution palmprint
image data with textual information

Type-16 Interim Support for
Iris Image (Deprecated)

Used as an interim support for Iris Image for DoD
EBTS 1.2 with ANSI/NIST ITL 1-2000. The use of
this logical record for Iris Image has been deprecated
by Type-17 Iris Image.

Type-17 Iris Image

Used for exchanging iris image data

Type-18 DNA Record

Used for exchange of DNA data.

Type-20 Source
Representation Record

The source representation(s) from which other Record
Types were derived. Examples are an image of
multiple latent prints, of which one or more is of
interest. Those would be segmented and prepared for
sending in a Type-13 record.

Type-21 Associated Context
Record

Contains an associated context record. This
information does NOT contain information used to
derive biometric information contained in other
records. Record Type-20 serves that function. Record
Type-21 may be used to convey contextual
information, such as an image of the area where latent
fingerprints were captured.

Type-98 Information
Assurance Record

Contain security information that assures the
authenticity and/or integrity of the transaction.

Type-99 CBEFF Biometric
Data Record

Common Biometric Exchange Formats Framework
(CBEFF). Used for exchanging biometric data not
supported by other ANSI/NIST ITL logical record

types
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IDD Data Element Characteristics. The following table lists the data element
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characteristics captured in the IDD and to which types of data construct the characteristic

applies.

Table 3. IDD Data Element Characteristics

Characteristic Description Set Il | islie-
Item | alone
Field ID The Field ID and Mnemonic assigned by the X X X
(Mnemonic) transmission specifications (DoD EBTS or FBI
EBTS) or Application Profile or ANSI/NIST
ITL standard.
Element Name Name of the dictionary element. The element X X X
name is intended to be human readable. There
are 3 types of elements: Standalone, Set, and
Information Item within a set
Description Textual description or definition for the X X X
dictionary element
Remarks Additional notes regarding the element that are X X X
not part of the definition.
Format Specific format for the element (e.g. X X
YYYYMMDD for date)
Previous DDE The name the Element used to have. X X X
Name
Number of The number of information items within a data X
Information Items | set. The value will be 0 for a standalone
dictionary element or an information item of a
set. The value will be 1 or greater for a set.
Number of Minimum and Maximum number of characters X X
Characters per occurrence. The size is only pertinent to the
Allowed dictionary element. Field identifier tags and

separators are not accounted for.
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Characteristic

Description

Set

Info
ltem

Stand-
alone

Character Type
Allowed

Type of allowable characters such:

* A Alphabetic: 26 English letters (both
upper and lower case) within the 7-bit
ASCII character set.

* AN Alphanumeric: Alphabetic and
numeric 1 23456 7 8 9 0 within the 7-
bit ASCII character set.

* ANS Alphanumeric and special
characters that are specifically stated in
the description of the data (such as period
or comma) within the 7-bit ASCII
character set.

* AS Alphabetic and special characters
that are specifically stated in the
description of the data (such as period or
comma) within the 7-bit ASCII character
set.

* B Binary for Traditional encoding (See
Annex B: Traditional encoding) or
Base64 for XML (See Annex C: NIEM-
conformant encoding rules)

* Base64 Base-64 encoded (exclusively)
* H Hexadecimal representation: 0 1 2 3
456789ABCDEF

* N Numeric: 1234567890

* NS Numeric with special characters
that are specifically stated in the
description of the data (such as period or
comma) within the 7-bit ASCII character
set.

* U Unicode characters available in UTF-
8: Latin and extended Latin characters
like ii, N, ¢, b, B, 1, 4, and/or special
characters like £, €, ™, +, * and }, and/
or non-Latin characters like wfo , A [,
XK, 2y )<, v, and B 7

X

X

Source

The authoritative source the dictionary element
is completely or partially extracted or derived

from.

DoD EBTS 1.2

Indicator that the dictionary element was
referenced by the DoD EBTS v1.2.

DoD EBTS 2.0

Indicator that the dictionary element was
referenced by the DoD EBTS v2.0.
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Characteristic

Description

Set

Info
ltem

Stand-
alone

DoD EBTS 3.0

Indicator that the dictionary element is
referenced by the DoD EBTS v3.0.

X

X

Special
Characters

Allowable characters that are neither
alphanumeric nor binary, such as punctuation
characters. For example: Period, Comma,
Minus, Plus, Hyphen. 7-bit ASCII characters
shall be used for special characters when
Character Type is either AS, ANS or NS. UTF-8
character encoding shall be used for special
characters when Character type is U.

X

X

Value Constraints

Identifies the value constraints that shall be
applied to the content within the element (e.g.
specific codes from the look up codes list,
integer value of certain range, etc.)

Legacy Derivable

Dictionary element(s) to which this FBI EBTS
data element is being transitioned to DoD
Element(s) from which the FBI EBTS data
element can be derived from.

Sunset Reason

Rationale for retiring the dictionary element in
the future.

Deprecated By

Dictionary elements(s) and conditions to which
this DoD data element is being transitioned to.

Look Up Codes

The allowable codes for the dictionary element
and a short description of the code.

December 8, 2011

UNCLASSIFIED

Page | x




Integrated Data Dictionary V5.0 DIN: BIMA-STB-STD-11-001.2

4 Authoritative Sources

The “Source” characteristic within the dictionary element indicates the authoritative
source the element is either completely or partially extracted or derived from. The
following is a list of primary authoritative sources used to develop the Integrated Data
Dictionary:

e [ITL 1-2011] ANSI/NIST-ITL 1-2011, “American National Standard for Information
Systems — Data Format for the Interchange of Fingerprint, Facial, & Other Biometric
Information” (NIST Special Publication 500-290).

o [DoD EBTS] Department of Defense, Electronic Biometric Transmission Specification,
Version 3.0 (DIN: BIMA-STB-STD-11-001)

e [FBI EBTS] Department of Justice, Federal Bureau of Investigation, Criminal Justice
Information Services (CJIS), “Electronic Biometric Transmission Specification,” (IAFIS-
DOC-01078-9.3).

Additional references were also used to develop some of the data elements:

e [DOD EBTS] DoD Electronic Biometric Transmission Specification (EBTS) v1.2
(DOD_BTF TS _EBTS Nov06 01.02.00)

e [ISO 3166-1] ISO/IEC 3166-1, “Codes for the representation of names of countries and
their Subdivisions — Part 1: Country Codes.”

e [NIEM] National Information Exchange Model v2.1

e [NCIC] NCIC Code Manual version 10.3

e Department of Defense Instruction Number 2000.16

e Army Regulation 190-8

o The Under Secretary of Defense for Acquisition, Technology and Logistics, 6 June 2011,
“Memorandum on DoD Country Code Standard.”

e [SOP] DoD EBTS Change Request Standard Operating Procedure

Note, some active elements were not referenced directly from an authoritative source;
instead, they were developed for DoD EBTS or its Application Profile(s) need. For these
elements, “BSWG” will be entered as the source since they have been vetted and
approved by the Biometric Standards Working Group.

For emerging elements, since they have not yet been approved by the BSWG, the source
will indicate the operational need that element(s) is supporting.
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5 Date and Time Fields

Date fields must be valid dates and in accordance with the requirements stated below. In
general, the format for date fields are follows:

e A date is shown as an 8-digit numeric field of the format YYYYMMDD (YYYY-
MM-DD for XML encoding), where:

e YYYY (Year) must be 0000 to 9999

e MM (Month) must be 01 to 12

e DD (Day) must be 01 to the limit defined by the month and year (e.g., DD may be 29
for MM = 02 in leap years).

Gregorian calendar is default if not specified.

For example 19921201 represents December 1, 1992.

DateTime fields must be valid dates and time fields in coordinated universal time format
(YYYYMMDDHHMMSSZ in Traditional Encoding and YYYY-MM-DDTHH:MM:SSZ in

XML Encoding). The format for the date is the same as above. The format for time is as
follow:

e HH (Hour) must be 00 to 23
e MM (Minute) must be 00 to 59
e SS (Second) must be 00 to 59

For example 19921201103015Z represents December 1, 1992 at 10:30:15AM.
Since dates and time find a variety of uses in EBTS transactions, each use may have specific

format restrictions or special edits. For specific format restrictions or special edits, see the
individual date field entries for detail.
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Type-2 User-Defined Descriptive Text Record
Residence of Person Fingerprinted (Legacy Derivable)

H
s @ Ficld ID (Mnemonic)

Previous DDE Name  [lz]

Field ID (Mnemonic)
Assigned by DoD EBTS

2041 (RES)

The subject's residential address may be entered in this figld as free text, including printable special characters and
formatting characters (CR, LF, TAB). The RES returnad in a response is the same as the one submitted. For the
XML encoding, it contains sub-glements for the subject's complete address location.

EC S 2Fis-D0C-01078-8.3 (Type-2)

DoD EBTS 1.2 ‘fes

Muminfoltems [ DoD EBTS 2.0 No

Num Chars 110120 DoD EBTS 3.0 Derivable < DoD EBTS 3.0 Indicator

Char Types ANS

Specin chars (19

ase Consrants 38

(T C IOl 25031 SUB_ADDR; concatenate the follawing information tems: 2.5031 1 - 25031 5 < DoD elements used to derived

Deprecated By

Sunset Reason

Look Up Codes nia

Eye Position
EEL LN EN T 2 8037 _1 (EPOS)
The position of the eye.
Remarks 8

s source |
Previous DOE tlame 8
flum nfo fiems povests20 [

Hum Chars 1to1 DoD EBTS 3.0 es

Char Types M

nia
nia

Additional remarks about
the data element

BIWG
W]

Special Chars Maong
Value constraints applicable to —————p [EITAESETET S EPOS =0,1,0r2
this element Legacy Derivable nia

Deprecated By nia
SunsetReason (1

Look Up Codes E'YE POSITION CODES:
0 = Undefined

1 =Right Eye

2 =Left Eye

Figure 3: Examples of Integrated Data Dictionary Elements

- New characteristics in IDD v5.0
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6 IDD Element Change Log

DoD Defined Data Elements. The following table lists the data elements that have been
added, reinstated, modified, sunset, or deprecated to this version of the IDD.

Table 4. DoD Defined Data Elements Change Log

Element Name Element State Type of Change

Biometric Subject Alternate Name Active Added.
Person Alternate Name Category Code
Name — One
Name — Two
Name — Three
Name — Four
Name — Five
Name Validity
Transliteration Code
Comment

Biometric Subject Contact Telephone Active Added.
Telephone Category Code
Phone Number
Phone Extension

Biometric Subject Contact Email Active Added.
Email Address
Caveat Active Added.

Caveat Originating Agency Country Code
Caveat Originating Agency Name
Caveat Originating Agency Identifier

Caveat Date

Caveat Category Code

Caveat Text
Palmprint Image Omitted Reason Active Added.
Facial Image Omitted Reason Active Added.
Collection COCOM Active Added.
Collection Equipment Make/Model/Serial Active Added.
Number
Encounter Protection Active Reinstated
BAT Global Unique Identifier Active Reinstated
DBIDS ID Active Reinstated
Electronic Data Interchange Personal Active Reinstated
Identifier
Dossier Number Active Reinstated
Internment Serial Number Active Reinstated
Request IAFIS Search Active Reinstated
Biometric Subject Blood Type Active Modified. Aligned
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all valid values with
NIEM.
Biometric Subject Ethnic/Racial Active Modified. Added
Characteristic all FBI race codes.
Provided mapping
from DoD codes to
FBI codes.
Biometric Subject Personnel Type Active Modified. Added
codes from FBI’s
2.063 Person Type
Designation.
Biometric Subject Citizenship Active Modified. Support
ISO 3166-1 Alpha3
codes.
Collected Identification Type Active Modified. Dossier
Number and
Internment Serial
Number split out
into separate fields.
Biometric Subject Associated Individual Active Modified.
Associated Individual Gender Restructured to
Associated Individual Role improve support for
Name — One repeating subfield
Name — Two for BAT V5 AP
Name — Three with added
Name — Four capabilities and
Name — Five better alignment
Address Line 1 with NIEM XML.
Address Line 2 Support ISO 3166-1
City Alpha3 codes.
State/Province
Country Code
Postal Code
Neighborhood / District
Village
Phone Number
Birth Date
Occupation
Comment
Biometric Subject Name Active Modified.
Name — One Restructured to stay
Name — Two consistent with
Name — Three other fields that
Name — Four include name and
Name — Five better alignment
Name Validity with NIEM XML.
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Transliteration Code
Biometric Subject Current Residence Active Modified.
Address Line 1 Restructured to stay
Address Line 2 consistent with
City other fields that
State/Province include address and
Country Code better alignment
Postal Code with NIEM XML.
Neighborhood / District Support ISO 3166-1
Village Alpha3 codes.
Address Validity
Biometric Subject Birth Location Active Modified.
City Restructured to stay
State/Province consistent with
Country Code other fields that
Village include
Comment address/location
and better
alignment with
NIEM XML.
Support ISO 3166-1
Alpha3 codes.
Biometric Subject Death Location Active Modified.
City Restructured to stay
State/Province consistent with
Country Code other fields that
Village include
Comment address/location
and better
alignment with
NIEM XML.
Support ISO 3166-1
Alpha3 codes.
Biometric Subject Group Membership Active Modified.
Group Name Restructured to
Group Type improve support for
Group Member Role repeating subfield
Address Line 1 for BAT V5 AP and
Address Line 2 better alignment
City with NIEM XML.
State/Province Support ISO 3166-1
Country Code Alpha3 codes.
Postal Code
Village
Phone Number
Comment
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Collection Location Active Modified.
Universal Time Entry Restructured to
Latitude Degree Value align with
Latitude Minute Value operational use by
Latitude Second Value BAT and be
Longitude Degree Value consistent with
Longitude Minute Value other
Longitude Second Value address/location
Elevation type fields. Support
Geodetic Datum Code ISO 3166-1 Alpha3
Geographic Coordinate Universal codes.

Transverse Mercator Zone
Geographic Coordinate Universal

Transverse Mercator Easting
Geographic Coordinate Universal

Transverse Mercator Northing
Geographic Reference Text
Geographic Coordinate Other System

Identifier
Geographic Coordinate Other System

Value
City
State/Province
Country Code
Village
Record Category Code

Employment Active Modified.
Employer Name Restructured to
Employee Position Name improve support for
Address Line 1 repeating subfield
Address Line 2 for BAT V5 AP
City with added
State/Province capabilities and
Country Code better alignment
Postal Code with NIEM XML.
Neighborhood / District Support ISO 3166-1
Village Alpha3 codes.
Phone Number
Email Address
Clearance Code
Job Duties
Job Description
Supervisor Name
Start Date
End Date
Comment
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Biometric Subject Eye Color Active Modified.

Eye Position Restructured to add

Eye Color support to capture
different eye color
for each eye.

Biometric Subject Height Measurement Active Modified.

Height Value Restructured to

Length Unit align with DoD

Measurement Validity EBTS 2.0 and
NIEM XML.

Biometric Subject Weight Measurement Active Modified.

Weight Value Restructured to

Weight Unit align with DoD

Measurement Validity EBTS 2.0 and
NIEM XML.

Encounter Mission Type Active Renamed code from
Detainee Operation
(DO) to Detainee
Transfer (DT).
Transportation Active Modified.
Transport Type Restructured to
Transport Identifier Category Code improve support for
Transport Identifier repeating subfield
Transport Make for BAT V5 AP
Transport Model with added
Transport Model Year capabilities.
Transport Color
Comment
Biometric Subject Other Physical Deprecated Deprecated. See
Characteristics 2.026 SMT.
Nationality Deprecated Deprecated. See
2.8033 SUBJ POB
and/or 2.8007
SUBJ CTZ.

Geographic Coordinate Datum Deprecated Deprecated. See
ITL 2011 xx.998
GEO.

Geographic Coordinate Latitude/Longitude Deprecated Deprecated. See
Latitude Degree ITL 2011 xx.998
Latitude Minute GEO or 2.8114.
Latitude Second
Longitude Degree
Longitude Minute
Longitude Second

Geographic Coordinate Other Deprecated Deprecated. See
Geographic Coordinate Other System ITL 2011 xx.998
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Identifier GEO or 2.8114.
Geographic Coordinate Other System

Value

Geographic Coordinate Universal Transverse | Deprecated Deprecated. See

Mercator ITL 2011 xx.998

Geographic Coordinate Universal GEO or 2.8114.

Transverse Mercator Zone

Geographic Coordinate Universal
Transverse Mercator Northing
Geographic Coordinate Universal

Transverse Mercator Easting

Latent Circumstances Deprecated Deprecated. See
13.020 Comment.

Latent Development Deprecated Deprecated. See
13.902 Annotated
Information;
13.902 4 Process
Description.

Latent Source Item Deprecated Deprecated. See
13.020 Comment or
if Type-20 is used,
then populate
13.997 Source
Representation
accordingly.

Collection Application Assigned Deprecated Deprecated. See

Identification 2.300 GUID, 2.309
DBIDS 1D,

2.308 EDIPI

Submission Priority Deprecated Deprecated. See
1.006 PRY

Biometric Subject Associated Document Sunset Sunset. Type-21

Document Title Associated Context
Document Identifier supports this
Document Description concept.

Capture Time Sunset Sunset. x.998 GEO
field includes
capture time in
UTE format.

Environment Condition Sunset Sunset. Withdrawn
by Navy

Subsequent Notification Sunset Sunset. Not

Subsequent Notification Function implemented by
Subsequent Notification Email Address DoD ABIS.
Subsequent Notification Expiration Date Manually
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processed. Need
requirement.

Transaction Lookup Sunset Sunset. Not
Transaction Lookup Type implemented by
Transaction Lookup Identifier Value DoD ABIS.

Manually
processed. Need
requirement.

Verification Identifier Sunset Sunset. Not
Verification Identifier Type implemented by
Verification Identifier Value DoD ABIS. Need

requirement.

Capture Device Firmware Version Number Sunset Sunset. ANSI/NIST

ITL 20011 has only
defined
make/model/serial
number.

Digitization Date Sunset Sunset. Withdrawn

by Navy

Biometric Subject Previous Residence Emerging Added. Not
Address Line 1 referenced by DoD
Address Line 2 EBTS 3.0.

City Proposed for BAT
State/Province V5 AP and support
Country Code ISO 3166-1 Alpha
Postal Code 3 codes.
Neighborhood / District

Village

Address Validity

Start Date

End Date

Collection Unit Emerging Added. Not
Superior Unit referenced by DoD
Subordinate Unit EBTS 3.0.
SubSuperior Unit Proposed for BAT

V5 AP.

Vendor Software Emerging Added. Not
Software Vendor Name referenced by DoD
Software Application Name EBTS 3.0.
Software Application Version Number Proposed for Base

Access.

Access Location Emerging Added. Not
Location Name referenced by DoD
City EBTS 3.0.
Country Code Proposed for Base
State/Province Access and support
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Village ISO 3166-1 Alpha
Latitude Degree 3 codes.

Latitude Minute

Latitude Second

Longitude Degree

Longitude Minute

Longitude Second

Location Description

Access Location Airport Installation Emerging Added. Not

Permission referenced by DoD
Access Location Airport Installation EBTS 3.0.

Category Code Proposed for Base
Force Protection Condition Code Access.

Authority Approval Status Code

Access Location Badge Emerging Added. Not
Access Location Badge Number referenced by DoD
Access Location Badge Color Code EBTS 3.0.

Access Location Badge Status Code Proposed for Base
Access Location Badge Issue Date Access.

Access Location Badge Expiration Date

Access Location Badge Issuance

Organization Name
Access Location Badge Issuance Office

Name

Access Location Badge Color Emerging Added. Not
Access Location Badge Color Code referenced by DoD
Authority Approval Status Code EBTS 3.0.

Proposed for Base
Access.

Access Location Badge Replacement Emerging Added Not
Access Location Badge Replacement referenced by DoD

Reason Code EBTS 3.0.

Access Location Replaced Badge Number Proposed for Base
Access.

Access Location Expiration Emerging Added. Not
Access Location Expiration Date referenced by DoD
Authority Approval Status Code EBTS 3.0.

Proposed for Base
Access.

Access Location Facility Permission Emerging Added. Not
Access Location Facility Category Code referenced by DoD
Force Protection Condition Code EBTS 3.0.
Authority Approval Status Code Proposed for Base

Access.
Access Location Privilege Emerging Added. Not
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Access Location Privilege Category Code referenced by DoD

Access Location Privilege Value EBTS 3.0.

Authority Approval Status Code Proposed for Base
Access.

Access Location Required Day of the Week | Emerging Added. Not
Weekday Number referenced by DoD
Authority Approval Status Code EBTS 3.0.

Proposed for Base
Access.

Access Location Required Month Emerging Added. Not
Month Number referenced by DoD
Authority Approval Status Code EBTS 3.0.

Proposed for Base
Access.

Access Application Number Emerging Added. Not
referenced by DoD
EBTS 3.0.
Proposed for Base
Access.

Contract Emerging Added. Not
Contract Number referenced by DoD
Contract Expiration Date EBTS 3.0.

Proposed for Base
Access.

Project Name Emerging Added. Not
referenced by DoD
EBTS 3.0.
Proposed for Base
Access.

LEP Screening Document Requirement Emerging Added. Not

Indicator referenced by DoD
EBTS 3.0.
Proposed for Base
Access.

Biometric Subject Specialty Emerging Modified.
Biometric Subject Specialty Value Restructured to
Biometric Subject Specialty Proficiency align with BAT V5
Biometric Subject Specialty Validity AP.

Repository Candidate List Emerging Modified.

Name of Designated Repository Restructured to

Repository Candidate Identifier expand capabilities

Repository Candidate Name to support candidate
list from different
repositories.
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Rationales for Restructuring. To improve support for repeating subfield(s), some of the

normalized data fields that contain name, address and/or contact information were
restructured by flattening the information items and reducing the choices for contact
information to phone and/or email address. The diagram below illustrates an example of

the restructuring:

IDD V5.0

Associated Individual Role
—

MName—- One

MName—Two

p

< Name-—Three

Name — Four
Mame - Five
Address Line 1
Address Line 2

City

-

"‘: State/Province

Country Code
Postal Code

. Village

Phone Number
Birth Date
QOccupation
Comment

Biometric Subject Associated Individual
Associated Individual Gender

Figure 4: Example of a Restructured Data Field from IDD 4.0 to IDD 5.0
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In addition to restructuring, some of the data fields have expanded to allow capture of
more information. Furthermore, the restructuring allowed the data elements that support
Traditional encoding to gain better alignment with the NIEM XML encoding. The
diagram below illustrates the alignment of the IDD restructured field to NIEM XML
encoding.

IDD V5.0 XML

Biometric Subject Associated Individual <dod-ebts:AssociatedIndividual>
Associated Individual Gender <ebts:PersonSexCode>
Associated Individual Role <dod-ebts:AssociatedindividualCategoryCode>
Name— One 7 <dod-ebts:AssociatedIndividualName>
Name—Two <nc:PersonGivenMame>
Name— Three o —_ L <nc:PersonMiddleName>
Name— Four <nc:PersonSurName>
Name— Five <ebts:PersonFourthimportanceName:>
Address Line 1 \. <ebts:PersonFifthimportanceName>
Address Line 2 <dod-ebts:PersonCurrentResidencelocation>
City <Dod-ebts:LocationAddress>

Postal Code <nc:LocationCityName:>
Village <nc:LocationStateName>

Phone Number <dod-ebts:LocationCountrylS03166Alpha3Code>
Birth Date \ <nc:LocationPostalCode>

Occupation <dod-ebts:LocationVillageName>

Comment % ™ <nc:ContactTelephoneNumber>

—» <dod-ebts:PersonBirthDate>
Figure 5: Alignment of Restructured IDD 5.0 Data Field to XML Encoding

State/Province ” <nc:StructuredAddress>
Country Code <nc:locationStreet>
A

[[] ]

[™* <nc:EmploymentOccupationText>
™™ <nc:CommentText>
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Watchlist Elements. Some watchlist elements are out of scope for the Integrated Data
Dictionary. The current scope of the IDD is to support DoD EBTS and Application
Profiles. BIMA STB will need requirements in order to fully support Watchlist in the
IDD. The following elements have been removed since they are out of scope to this

version of the IDD:
e  Watchlist Identifier

e  Watchlist Name

e Watchlist Type

e  Watchlist Description

e  Watchlist Creation Time
e  Watchlist Count

The IDD V5.0 continues to support the 2.350 Alert and all of its information items.

FBI EBTS 9.3 Defined Data Elements. The following table lists the FBI EBTS 9.3 data

elements that have been added, modified, or sunset to this version of the IDD. Those FBI
EBTS 9.3 elements that are derivable from DoD IDD elements are also listed below.

Table 5. FBI EBTS 9.3 Defined Data Elements Change Log

Element Name Element State Comment
2.095 Request Feature Record Active New active
2.2010 Number of Images Requested elements from FBI
2.2032 Audit Trail Record EBTS 9.3. Not
2.2031 Biometric Image Available referenced by DoD
2.2028 Biometric Image Description EBTS 3.0.
2.2029 Biometric Set Identifier
2.2033 Candidate Investigative List
2.2030 Print Position Descriptors
2.2034 Unsolved Latent Retained
14.200 Image Source Code
15.200 Image Source Code
2.004 Query Depth of Detail Sunset FBI EBTS 9.3
2.058 Image Record Type Desired indicated planned
2.069 Estimated Time To Complete for retirement.
2.077 Cancel Friction Ridge Search
2.036 Photo Available Indicator
2.084 Amputated or Bandaged Modified FBIEBTS 9.3
2.014 FBI Number (UCN) modified (e.g.
2.062 Image Type additional codes,
2.074 Finger Position expanded field size
2.079 Number of Candidates Returned and definition
2.098 Name of Designated Repository change.)
2.086 AFIS Segment Control Number
2.065 Repository Statistics Response
2.059 Search Result Findings
2.013 Latent Case Number Extension
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2.067 Make/Model/Serial Number

Legacy Derivable

See xx.904 &
17.019
Make/Model/Serial
Number

2.063 Person Type Designation

Legacy Derivable

See 2.310
Biometric Subject
Personnel Type

2.037 Reason Fingerprinted

Legacy Derivable

See 2.8103
Collection Reason

2.016 Social Security Number

Legacy Derivable

See 2.8019
Collected
Identification

2.017 Miscellaneous Identification Number

Legacy Derivable

See 2.8019
Collected
Identification

2.018 Name

Legacy Derivable

See 2.8040
Biometric Subject
Name

2.019 Aliases

Legacy Derivable

See 2.8026
Biometric Subject
Alternate Name

2.020 Place of Birth

Legacy Derivable

See 2.8033
Biometric Subject
Birth Location

2.021 Citizenship

Legacy Derivable

See 2.8007
Biometric Subject
Citizenship

2.022 Date of Birth

Legacy Derivable

See 2.8003
Biometric Subject
Birth Date

2.023 Age Range

Legacy Derivable

See 2.8003
Biometric Subject
Birth Date

2.027 Height

Legacy Derivable

See 2.8035
Biometric Subject
Height Measure

2.028 Height Range

Legacy Derivable

See 2.8035
Biometric Subject
Height Measure

2.029 Weight

Legacy Derivable

See 2.8036
Biometric Subject
Weight Measure

2.030 Weight Range

Legacy Derivable

See 2.8036
Biometric Subject
Weight Measure

2.031 Color Eye

Legacy Derivable

See 2.8037
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Biometric Subject
Eye Color

2.038 Date Printed Legacy Derivable | See xx.005

<Sample> Capture
Date

2.039 Employer and Address Legacy Derivable | See 2.8028

Employment

2.041 Residence of Person Fingerprinted Legacy Derivable | See 2.8031

Biometric Subject
Current Residence

2.025 Race Legacy Derivable | See 2.8008

Biometric Subject
Ethnic/Racial
Characteristics

ANSI/NIST ITL 2011 Defined Data Elements. The following is a list of common

changes to the majority of logical record types supported by ANSI/NIST ITL 1-2011
referenced by the DoD EBTS 3.0:

Renamed

* xx.001 Logical Record Length (LEN) to Record Header

* xx.002 Image Designation Character (IDC) to Information Designation

Character
*  xx.004 Source Agency / Identifier (ORI) to Source Agency Identifier and
changed size from 9-35 to 1-unbounded

* xx.009 Horizontal Pixel Scale (HPS) to Transmitted Horizontal Pixel

* xx.010 Vertical Pixel Scale (VPS) to Transmitted Vertical Pixel
Increased Field Size

* xx.006 Horizontal Line Length (HLL) size from 3-4 to 2-5 characters

* xx.007 Vertical Line Length size (VLL) from 3-4 to 2-5 characters

*  xx.009 Scale (THPS) and changed size from 1-4 to 1-5 characters

*  xx.010 Scale (TVPS) and changed size from 1-4 to 1-5 characters
Added New Fields

*  xx.902 Annotation Information (ANN)

* xx.903 Device Unique Identifier (DUI)

*  xx.904 Make/Model/Serial Number (MMS)

*  xx.993 Source Agency Name (SAN)

*  xx.995 Associated Context (ASC)

*  xx.996 Hash (HASH)

*  xx.997 Source Representation (SOR)

*  xx.998 Geographic Sample Acquisition Location (GEO)

The following is a list of specific changes to each logical record types supported by
ANSI/NIST ITL 1-2011 referenced by the DoD EBTS 3.0.
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Table 6. A/N ITL 1-2011 Changes to Logical Record Referenced by IDD 5.0

Record Type Subject Area Description
1 Transaction *  New fields:
Information * 1.016 Application Profile
Specifications (APS),
* 1.017 Agency Name (ANM)
9 Minutiae Data e New fields for Latent Workstation

Annotations 9.901 (ULA)

e  Fields 9.005 through 9.012 in ITL 1-
2011 shall not appear for all new
applications and are 'legacy fields'.

10

Facial, Other Body
Part and SMT Image

e New fields:
e 10.031 Tiered Markup Collection
(TMC),
0.032 3D Facial Feature Points
10.033 Feature Contours
10.038 Comment
10.039 Type-10 Reference
Number
10.044 Image Transform
e 10.045 Occlusions.
Deprecated fields:
* 10.022 Photo Description (PXS)

13

Latent Image
(Variable-
Resolution)

13.013 Finger / Palm Position (FGP)
renamed to
Friction Ridge Generalized Position with
additional codes

14

Fingerprint Image
(Variable-
Resolution)

* 14.013 Finger Position (FGP) renamed
to Friction Ridge Generalized Position
with additional codes

e New fields:

* 14.026 Simultaneous Capture

e 14.027 Stitched Image Flag

e 13.031 Subject Acquisition
Profile — Fingerprint

e 14.999 is required unless 14.018 AMP
has value of UP.

15

Palmprint Image
(Variable-
Resolution)

* 15.014 Palmprint Position (FGP)
renamed to Friction Ridge Generalized
Position with additional codes

*  New fields:

e 15.018 Amputated or Bandaged

*  15.999 is required unless 15.018 AMP
has value of UP.

17

Iris Image

e 17.018 Global Unique Identifier (GUI)
has been deprecated. It did not conform
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to the standard GUI usage in information
technology.

17.025 Acquisition Lighting Spectrum
(ALS) renamed to Effective acquisition
spectrum (EAS) and field size changed
from 3-3 to 3-9 with new codes.

New Fields:1

17.027 Specified Spectrum
Values (SSV)

17.028 Damaged or Missing Eye
(DME)

17.031 Subject Acquisition
Profile — IRIS (IAP)

17.032 Iris Storage Format (ISF)

17.033 Iris Pupil Boundary
(IPB)

17.034 Iris Sclera Boundary
(ISB)

17.035 Upper Eyelid Boundary
(UEB)

17.036 Lower Eyelid Boundary
(LEB)

17.037 Non-Eyelid Occlusions
(NEO)

17.040 Range (RAN)

17.041 Frontal Gaze (GAZ).

17.999 is required unless 17.028 DME
populated in the record

18 DNA * new modality for DoD EBTS 3.0

20 Source * new logical record for DoD EBTS 3.0
Representation
Record

21 Associated Context * new logical record for DoD EBTS 3.0
Record

98 Information * new logical record for DoD EBTS 3.0
Assurance

99 CBEFF Biometric * 99.101 BTY, lookup codes have been
Data Record updated. Only those codes for modalities

that do not have a logical record type
defined within ANSI/NIST ITL 1-2011
are listed.
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7 Contact Information

= Biometrics Identity Management Agency, Arlington, VA

= Capabilities Integration Division Chief (Acting): Mr. Thomas D’Agostino
Thomas.Dagostino@us.army.mil
Tel: 703-607-1951

= BIMA STB Team Lead: Mr. Matthew Young
Matthew.R.Young4.ctr@us.army.mil
Tel: 703.607.2043

= DoD EBTS Lead: Mr. Brian Harrig
brian.w.harrig.ctr@us.army.mil
Tel: 703.602.3847

= BIMA STB Email Address
DCSG-3BiometricsStandardsBranchTeam@conus.army.mil

. BIMA Data Team (BDT) - Architecture and Standards Branch
Project Manager: Mr. Keith Riser
keith.m.riser.civ@mail.mil
Tel: 443-861-9104

= Technical Manager: Ms. Mayra Wiggins
Mayra.E.Wiggins.civ@mail.mil
Tel: 443-861-9145

= Task Manager: Ms. Mary Reddell
Marykatherine.M.Reddell.ctr@mail.mil
Tel: 443-861-8236

= BDT Lead: Mr. Chris Ceravolo
Chris.Ceravolo@us.army.mil
Tel: 908-665-5940 x310

= |IDD Lead: Ms. Polly Yu
Polly.Yu@us.army.mil
Tel: 908-665-5940 x302
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Type-1 Transaction Information Record
Agency Names

Field ID (Mnemonic) 1.017 (ANM)

This optional field is comprised of two optional information items. The first is the destination agency name / DAN.
This corresponds to the agency listed in Field 1.007 Destination agency identifier / DAI. The second optional
Description information item is the originating agency name / OAN. This corresponds to the agency listed in Field 1.008
Originating agency identifier / ORI. Both information items are alphanumeric and can have any special characters in
the names.

Remarks W
Format B ANSINIST ITL 1-2011 (Type-1)
na DoD EBTS 1.2 No
INum Infoltems P DoD EBTS 2.0 No
n/a DoD EBTS 3.0 Yes
n/a

n/a

Value Constraints [V

n/a

Look Up Codes n/a

Destination Agency Name

Field ID (Mnemonic)  KRAIARROLL))

The name of the administration or organization designated to receive the transmission.

n/a

Format  [i8 ANSINIST ITL 1-2011 (Type-1)
na DoD EBTS 1.2 No
INum Infoltems P DoD EBTS 2.0 No
I - - DoD EBTS 3.0 Yes
Chartypes IS

a

n/a

n/a

Look Up Codes n/a
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Type-1 Transaction Information Record

Agency Names

Originating Agency Name
Field ID (Mnemonic) 1.017_2 (OAN)
‘ The name of the administration or organization originated the transmission.

n/a

Format |18 ANSUNIST ITL 1-2011 (Type-1)
n/a DoD EBTS 1.2 No
INumInfoltems B DoD EBTS 2.0 No
INumcChars RO DoD EBTS 3.0 Yes
CharTypes  BUE

n/a

n/a

n/a

Look Up Codes n/a

Application Profile Specifications

Field ID (Mnemonic) 1.016 (APS)

Use of this optional field indicates the transaction's conformance with one or more Application Profile Specifications
that are derived from ANSI/NIST-ITL 1-2011, such as EBTS or INT-I. There may be multiple subfields, each
Description designating an application profile to which this transaction conforms. If multiple Application Profile Specifications are
included in this field, the specifications must be compatible with each other: this transaction must be in compliance
with all of the cited specifications.

DoD EBTS Type-1 records are defined in ITL 1-2011. Every application profile shall define values in the Application
Profile Specifications field (1.016). The BIMA Baseline Application Profile shall be the default value in field 1.016 if
no other value is provided. The Baseline Application Profile specifies the common transactions occurring between
DoD collection devices that have direct or indirect transaction ties to the DoD authoritative biometric repository. The
Baseline Application Profile enables the user to conform to DoD EBTS v3.0.

ANSI/NIST ITL 1-2011 (Type-1), BIMA-

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items 3 DoD EBTS 2.0 No
Numchars [ DoD EBTS 3.0 Yes

Char Types n/a

Special Chars n/a

Value Constraints n/a
Legacy Derivable n/a

Deprecated By n/a

SunsetReason [
Look Up Codes n/a
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Type-1 Transaction Information Record

Application Profile Specifications

Application Profile Organization

Field ID (Mnemonic) 1.016_1 (APO)

The first information item of the Application Profile Specifications field. It uniquely identifies the agency or entity
responsible for the specification.

n/a

Description

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name n/a DoD EBTS 1.2 No

[Num Info Items 0 DoD EBTS 2.0 No

I ' - - DoD EBTS 3.0 Yes
Char Types ANS

Special Chars Any

Value Constraints For DoD EBTS, APO = BIMA

Legacy Derivable n/a

n/a

=]
=
Q

Deprecated By n/a

=}
=
[V

Sunset Reason
Look Up Codes

Application Profile Name
Field ID (Mnemonic) 1.016_2 (APN)
The second information item of the Application Profile Specifications field. It shall contain the name of the

SEEETE specification.

=]
=
Q

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name n/a DoD EBTS 1.2 No
Num Info Items DoD EBTS 2.0 No
Num Chars 1to - DoD EBTS 3.0 Yes
Char Types ANS

Special Chars Any

Value Constraints For Baseline Application Profile, APN = Baseline Application Profile

n/a

N

Legacy Derivable n/a

=]
=
Q

Deprecated By

Sunset Reason n/a

Look Up Codes n/a
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Type-1 Transaction Information Record

Application Profile Specifications

Application Profile Version Number

Field ID (Mnemonic) 1.016_3 (APV)

. The third information item of the Application Profile Specifications field. It shall contain the specific version of the
LE U specification

Remarks Rl
ANSI/NIST ITL 1-2011 (Type-1), BIMA-

Previous DDE Name n/a DoD EBTS 1.2 No
[Num Info Items 2 DoD EBTS 2.0 No

Char Types ANS

Special Chars Any

Value Constraints For Baseline Application Profile, APV = 1.0
Legacy Derivable n/a

Deprecated By n/a

Look Up Codes n/a

Character Encoding

Field ID (Mnemonic) 1.015 (DCS)

This optional field specifies the character encoding that may appear within this transaction for data with the character
type listed as “U” or 'user-defined' in "Char Types".

Description
The default character encoding for the Traditional Encoding is 7-bit ASCII. For XML, it is UTF-8.

Remarks  IE

Format  [IB EEE ANSUNIST ITL 1-2011 (Type-1)
‘ Directory of Character Sets No

2

n/a

n/a

Legacy Derivable  IfE

Deprecated By n

SunsetReason [
Look Up Codes n

/a
/a
/a
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Type-1 Transaction Information Record

Character Encoding

Character Encoding Set Index

Field ID (Mnemonic) 1.015_1 (CSl)

This first information item of Field 1.015 DCS is the identifier for the character set index number that references an
associated character set throughout the transaction file.

Index Code '1' for 8 bit Latin has been deprecated and should not be used. DoD EBTS 3.0 default character
encoding is 7-bit ASCII; UTF-8 is also allowed.

Description

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name Character Set Index Number DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 Yes
Num Chars 1t03 DoD EBTS 3.0 Yes
CharTypes [

Value Constraints CSI =0 (7-bit ASCII) or 3 (UTF-8)

Legacy Derivable n/a

n/a

Deprecated By n/a
SunsetReason [

TRANSACTION CHARACTER SET INDEX CODES:
0 = ASCII - 7 bit (Default) with zero added in high bit position
1 = 8 bit Latin - Deprecated
2 = UTF-16 - 16 bit
3 =UTF-8 - 8 bit
4 = UTF-32 - 32 bit
5-127 = Reserved for ANSI/NIST future use
128-999 = User-defined character sets

Look Up Codes

Character Encoding Set Name

Field ID (Mnemonic)  ERRENZA(CSY)

The second information of Field 1.015 DCS item shall be the common name for the character set associated with
that index number.

Character Set Name '8-bit Latin' has been deprecated and should not be used. DoD EBTS 3.0 default character
encoding is 7-bit ASCII; UTF-8 is also allowed.

Description

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name Character Set Name DoD EBTS 1.2 No
Num Info Items 0 DoD EBTS 2.0 Yes
Num Chars 1to0 16 DoD EBTS 3.0 Yes
Char Types ANS

Special Chars Any

Value Constraints CSN = ASCll or UTF-8

Legacy Derivable n/a

n/a

Deprecated By n/a
Sunset Reason n/a

TRANSACTION CHARACTER SET NAME CODES:
ASCII = 7-bit English (Default)

8-bit Latin = Deprecated

UTF-16 = 16-bit

UTF-8 = 8-bit

UTF-32 = 32 bit

Look Up Codes
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Type-1 Transaction Information Record

Character Encoding

Character Encoding Set Version

Field ID (Mnemonic) 1.015_3 (CSV)

The optional third information item of Field 1.015 DCS is the specific version of the character set used. In the case of
Description the use of UTF-8, this information item can be used to hold the specific version of the character set used with UTF-8,
so that the display terminal can be switched to the correct font family.

ANSI/NIST ITL 1-2011 (Type-1)

Previous DDE Name Character Set Version DoD EBTS 1.2 No
[Num Info Items 0 DoD EBTS 2.0 Yes

INumchars  EEORB DoD EBTS 3.0 Yes

Char Types ANS

Special Chars Any

Value Constraints None
Legacy Derivable n/a

Deprecated By n/a

Look Up Codes n/a

Date

Field ID (Mnemonic)  ERQEXOLND)

This mandatory field shall contain the local date that the transaction was submitted.
Reference Annex B (traditional encoding) and Annex C (xml encoding) from ANSI/NIST ITL 1-2011 for more detail.

(I 'Y Y YMMDD - for Traditional Encoding ANSINIST ITL 1-2011 (Type-1)
Previous DDE Name  [yp) DoD EBTS 1.2 Yes

INumInfoitems  [§ DoD EBTS 2.0 Yes

INumChars  EJRE DoD EBTS 3.0 Yes

N

None

Dependent upon encoding

Legacy Derivable  BlE

Deprecated By n/a

Look Up Codes n/a

Destination Agency Identifier
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Type-1 Transaction Information Record

Destination Agency Identifier

Field ID (Mnemonic) 1.007 (DAI)

This mandatory field shall contain the identifier of the administration or organization designated to receive the
transmission.

m For DoD EBTS purpose, this field shall be a 9 alphanumeric character field.

Format B ANSINIST ITL 1-2011 (Type-1)
na DoD EBTS 1.2 Yes

s e © DoD EBTS 2.0 Yes

INum Chars  EJoE DoD EBTS 3.0 Yes

AN

None

Value Constraints [V

n/a

Look Up Codes n/a

Description

Domain Name

Field ID (Mnemonic) 1.013 (DOM)

This optional field identifies the domain name for the user-defined Type-2 record implementation.

This field identifies the domain name for the DoD EBTS implementation. The domain shall be registered with the
BIMA. It consists of a Domain Name Implementation and a Domain Name Implementation Version. The BIMA is
the domain registrar for domain names used in DoD EBTS transactions. For transactions that use different
implementation, the Domain Name shall be populated according to the Application Profile that transaction belongs

to.
m i ANSINIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

n/a DoD EBTS 1.2 Yes

INum Infoltems P DoD EBTS 2.0 Yes

INumChars  [iB DoD EBTS 3.0 Yes

n/a

n/a

na

[SunsetReason Bl

Look Up Codes n/a
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Type-1 Transaction Information Record

Domain Name

Domain Name Implementation

Field ID (Mnemonic) 1.013_1 (DNM)

The mandatory first information item (domain name / DNM) will uniquely identify the agency, entity, or
implementation used for formatting the fields in the Type-2 record.

This field identifies the domain name for the DoD EBTS implementation and BIMA is the domain registrar. It consists
of a Domain Name Implementation and a Domain Name Implementation Version. For transactions that use
implementation other than DoD EBTS, the Domain Name shall be populated according to the Application Profile that
that transaction belongs to.

Description

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

DoD EBTS 1.2 Yes
DoD EBTS 2.0 Yes
1t050 DoD EBTS 3.0 Yes
ANS

Special Chars Any

Value Constraints For DoD EBTS, DNM = DoD EBTS

Legacy Derivable n/a

=}
=
Q

Previous DDE Name n/a

o

0O Z| 2
S| |E
Q3|3
-1 0|5
< |z |2
T | O
o a =

®

3

@

Deprecated By

=}
=
[V

Sunset Reason

=
(<]
o
>
c
°
(2]
o
<3
@
7]
> =
= =
) o

Domain Name Implementation Version

GOCIBEE S 1.013_2 (DVN)

An optional second information item shall contain the unique version of the particular implementation.
n/a

ANSINIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name n/a DoD EBTS 1.2 Yes
DoD EBTS 2.0 Yes
1to 5 DoD EBTS 3.0 Yes
ANS

Special Chars Any

Value Constraints For DoD EBTS 3.0, DVN = 3.0

Legacy Derivable n/a

n/a

o

Num Info Items

Deprecated By n/a
Sunset Reason n/a

Look Up Codes n/a

0|2 w)
HE g
ﬂa (2]
-0 =
< |z T
32 5
n |0 =]

Greenwich Mean Time
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Type-1 Transaction Information Record

Greenwich Mean Time

Field ID (Mnemonic) 1.014 (GMT)

This optional field provides a mechanism for expressing the date and time in terms of universal Greenwich Mean
Time (GMT) units.

Description
This time is independent of the actual time zone where the time and date is recorded. The data is
YYYYMMDDhhmmssZ, where the Z is indicates the zone description of 0 hours.

Reference Annex B (traditional encoding) and Annex C (xml encoding) from ANSI/NIST ITL 1-2011 for more detail. If
used, the GMT field contains the universal date that will be in addition to the local date contained in Field 1.005
(DAT). Use of the GMT field eliminates local time inconsistencies encountered when a transaction and its response
are transmitted between two places separated by several time zones.

[T v Y'Y YMMDDhhmmssZ - for Traditional Encoding ANSINIST ITL 1-2011 (Type-1)
Previous DDE Name [0 DoD EBTS 1.2 No
s e © DoD EBTS 2.0 Yes
1510 15 DoD EBTS 3.0 Yes
AN

None

‘ Dependent upon encoding

Legacy Dervaic 8

n/a

Native Scanning Resolution

Field ID (Mnemonic) 1.011 (NSR)

This mandatory field shall be set to “00.00” if there are no Type-4 records in the transaction.

Description When there are Type-4 records present, this field is used to specify the native scanning resolution of the friction
ridge image capture device. This field shall specify the resolution in pixels per millimeter. The resolution shall be
expressed as two numeric characters followed by a decimal point and two more numeric characters.

Remarks W
Format [T ANSINIST ITL 1-2011 (Type-1)
Previous DDE Name  [yp) DoD EBTS 1.2 Yes

[Num infoltems ~ [§ DoD EBTS 2.0 Yes

INumChars  EJOE DoD EBTS 3.0 Yes

NS

Period

NSR = 00.00 if no Type-4 records in transaction; otherwise xx.xx

Legacy Derivable  BlE

Deprecated By n/a

Look Up Codes n/a

Nominal Resolution
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Type-1 Transaction Information Record

Nominal Resolution

Field ID (Mnemonic) 1.012 (NTR)

This mandatory field shall be set to “00.00” if there are no Type-4 records in the transaction.

Description When there are Type-4 records present, this field specifies the nominal resolution for the image(s) being exchanged.
This field shall specify the resolution in pixels per millimeter. The resolution shall be within the range 19.30 ppmm
(490 ppi) to 20.08 ppmm (510 ppi).

Remarks  IE
[Format [T ANSINIST ITL 1-2011 (Type-1)
Nominal Transmitting Resolution DoD EBTS 1.2 Yes

s e © DoD EBTS 2.0 Yes

INumChars  EJOB DoD EBTS 3.0 Yes

NS

Period

‘ NTR = 00.00 if no Type-4 records in transaction; otherwise xx.xx

n/a

Look Up Codes n/a

Originating Agency Identifier

Field ID (Mnemonic) 1.008 (ORI)

The origination field shall contain the ORI identifying the agency or organization submitting the transaction.

For DoD EBTS purpose, this field shall be a 9 alphanumeric character field.
ANSI/NIST ITL 1-2011 (Type-1), BIMA-

Previous DDE Name n/a DoD EBTS 1.2 Yes
Num Info Items 0 DoD EBTS 2.0 Yes

Num Chars 9to 9 DoD EBTS 3.0 Yes

CharTypes RN
Special chars  [E48
Value Constraints  [E48
Legacy Derivable Bl

Deprecated By n

SunsetReason [
Look Up Codes n

/a
/a
/a

Priority
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Type-1 Transaction Information Record

Priority

Field ID (Mnemonic) 1.006 (PRY)

This optional field shall contain a single information character to designate the urgency with which a response is
desired.

m See the specific Application Profile for any defaults that may apply.
ANSI/NIST ITL 1-2011 (Type-1), BIMA-

nla DoD EBTS 1.2 Yes
INum Infoltems ~ [§ DoD EBTS 2.0 Yes
INumchars FROK DoD EBTS 3.0 Yes
N

None

DoD ABIS: 1 <= PRY <= 4

n/a

Deprecated By n/a

Look Up Codes n/a

Description

Record Header

Field ID (Mnemonic)  ERXR(A=N)

The record header appears as the first field (xx.001) in each Record Type. It contains information particular to the
encoding format chosen, in order to enable proper reading of the record. In Traditional encoding, this field contains
the record length in bytes (including all information separators). In NIEM-conformant XML encoding, this field
contains the RecordCategoryCode, which is the numeric representation of the Record Type.

Remarks  IE

Format  [IB EEE ANSUNIST ITL 1-2011 (Type-1)
Previous DDE Name  BfE DoDEBTS12 NS

N

None

Depending Upon Encoding

Legacy Derivable  IfE

Deprecated By n

SunsetReason [
Look Up Codes n

Description

/a
/a
/a

Transaction Content
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Type-1 Transaction Information Record

Transaction Content

Field ID (Mnemonic) 1.003 (CNT)

This mandatory field shall list and identify each of the records in the transaction by record type and its IDC value. It
also specifies the order in which the remaining records shall appear in the file. It shall consist of two or more
subfields. The first subfield shall relate to this Type-1 record. Each of the remaining subfields corresponds to a single
Type-2 through Type-99 record contained in the transaction.

Format  [i8 ANSUNIST ITL 1-2011 (Type-1)

File Content DoD EBTS 1.2 Yes
NumInfoitems B DoD EBTS 2.0 Yes
nla DoD EBTS 3.0 Yes
Charypes Rl
n/a
n/a

n/a

Description

Look Up Codes n/a

First Record Category Code

1.003_1a (FRC)

The first inff)rmation item _(rec_ord category code / RE(_:)_within the first_ subﬁelq shall be “1”. This indicates that the
first record in the transaction is a Type-1 record consisting of header information.

Format  [i8 ANSINIST ITL 1-2011 (Type-1)

na DoD EBTS 1.2 Yes

D e © DoD EBTS 2.0 Yes

INumchars  FKOR DoD EBTS 3.0 Yes

N

a

/2

n/a

Look Up Codes n/a
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Type-1 Transaction Information Record

Transaction Content

Content Record Count

Field ID (Mnemonic) 1.003_1b (CRC)

The second information item of the first subfield of Field 1.003 File Content shall be the sum of the Type-2 through
Description Type-99 logical records contained in this file. This number is also equal to the count of the remaining subfields of
Field 1.003. The maximum value for CRC is 999.

n/a ANSI/NIST ITL 1-2011 (Type-1)
Previous DDE Name Subfield Count DoD EBTS 1.2 Yes

[Num Info Items 0 DoD EBTS 2.0 Yes

1to3 DoD EBTS 3.0 Yes

Special Chars None

0|2
=2 =
a=
-0
=i
& @
z

Value Constraints CRC = count of record types 2 through 99; min = 1; max = 999; positive integer
Legacy Derivable n/a

Deprecated By n/a

=}
=
[V

Sunset Reason
Look Up Codes

=]
=
Q

Record Category Code
Field ID (Mnemonic) 1.003_2a (REC)

The first information item of the second and remaining subfields of Field 1.003 File Content shall be the record

20 G identifier character(s) chosen from the look up codes below that identifies the record type approved by DoD EBTS.

ANSI/NIST ITL 1-2011 (Type-1), BIMA-

n/a STB-STD-11-001

Previous DDE Name Logical Record Type DoD EBTS 1.2 Yes
Num Info Items 0 DoD EBTS 2.0 Yes
Num Chars 1t02 DoD EBTS 3.0 Yes

N

Special Chars None

Value Constraints REC =2, 9, 10, 13, 14, 15, 17, 18, 20, 21, 98 or 99; integer
Legacy Derivable n/a

=]
=
Q

Deprecated By
Sunset Reason n/a

DOD EBTS APPROVED LOGICAL RECORD NUMBER CODES:
1 = Transaction information
2 = User-defined descriptive text
4 = Fingerprint Image (High-Resolution Grayscale - Deprecated, EBTS 1.2 Only)
7 = Latent Image (Binary - Deprecated, EBTS 1.2 only)
9 = Minutiae data
10 = Facial & SMT image
13 = Variable-resolution latent image
14 = Variable-resolution fingerprint image
15 = Variable-resolution palmprint Image
16 = Iris Image (Interim Support - Deprecated, EBTS 1.2 only)
17 = Iris image
20 = Source Representation
21 = Associated Context
18 = DNA Data
99 = CBEFF Biometric data record

Look Up Codes

Char Types
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Type-1 Transaction Information Record

Transaction Content

Information Designation Character

Field ID (Mnemonic) 1.003_2b (IDC)

Each of the records present in a transaction, with the exception of the Type-1 record, shall include a field (xx.002)
containing the information designation character / IDC. The value of the IDC shall be a sequentially assigned
positive integer starting from zero and incremented by one up to a maximum of 99. IDC references are stated in
Type-1 Field 1.003 Transaction content / CNT and shall be used to relate information items in the CNT field of the
Type-1 record to the other records in the transaction. Two or more records may share a single IDC solely to identify
and link together records that pertain to different representations of the same biometric trait.

Description

ANSI/NIST ITL 1-2011 (Type-1)
Image Designation Character DoD EBTS 1.2 Yes

Num Info Items 0 DoD EBTS 2.0 Yes

Special Chars None
Value Constraints 0 < IDC < 99; integer
Legacy Derivable n/a

Deprecated By n/a

Sunsot Roason |18

Look Up Codes n/a

Transaction Control Number

Field ID (Mnemonic) 1.009 (TCN)

This mandatory field shall contain the Transaction Control Number as assigned by the originating agency. A unique
alphanumeric control number shall be assigned to each transaction. For any transaction that requires a response,
the respondent shall refer to this number in communicating with the originating agency.

DoD EBTS requires a 40-bytes TCN to contains the 9 characters Originating Agency Identifier (ORI), a Greenwich
Mean (a.k.a. Zulu or UTC) date/time stamp (Format YYYYMMDDhhmmss), a 4 characters code for the software
used at the point of collection/transmission, a 4 characters software version used at the point of collection/
transmission, and a 5 characters random or sequential alphanumeric string. A hyphen separates each of these
values.

<ORI>-<GMT>-<Software Name/Code>-<Software
Version>-<Random/Sequential Alpha-Numeric
Code>

ANSI/NIST ITL 1-2011 (Type-1), BIMA-
STB-STD-11-001

Previous DDE Name n/a DoD EBTS 1.2 Yes
Num Info Items DoD EBTS 2.0 Yes
40 to 40 DoD EBTS 3.0 Yes

ANS
Special Chars Hyphen
Value Constraints See Format

r|(»w o 0|2 w)
o € |® > |c (]
o |5 T o |3 7]
Zks S o :
S |5 B Sz g
[ —
o | ® o | = o
ng. o |» S
& o2
w |3
o

Legacy Derivable n/a
n/a
n/a

n/a

Transaction Control Reference
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Type-1 Transaction Information Record
Transaction Control Reference

Field ID (Mnemonic) 1.010 (TCR)

. This optional field shall be used for responses that refer to the TCN of a previous transaction involving an inquiry or
Description - )
other action that required a response.

Remarks N
[T Sce 1.009 TCN ANSINIST ITL 1-2011 (Type-1)
na DoD EBTS 1.2 Yes

s e © DoD EBTS 2.0 Yes

INum Chars  FLRePN DoD EBTS 3.0 Yes

ANS

Hyphen

Value Constraints [V

n/a

Look Up Codes n/a

Type of Transaction

1.004 (TOT)

- This mandatory field shall contain an identifier, which designates the type of transaction and subsequent processing
Description - .
that this file should be given.

GEUFPE The TOT shall be in accordance with definitions provided by the Domain and/or Application Profile.

Format  [IB ANSINIST ITL 1-2011 (Type-1)
Previous DDE Name  [yp) DoD EBTS 1.2 Yes

INumInfoitems  [§ DoD EBTS 2.0 Yes

INumcChars  ENURE DoD EBTS 3.0 Yes

A

None

See the specific Domain and/or Application Profile referenced.

Legacy Derivable  BlE

Deprecated By n/a

Look Up Codes n/a

Version Number
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Type-1 Transaction Information Record

Version Number

Field ID (Mnemonic) 1.002 (VER)

This mandatory four-character ASCII value shall be used to specify the current version number of the standard
implemented by the software or system creating the transaction.

Description

The format of this field shall consist of four numeric characters. The first two characters shall specify the major
version number. The last two characters shall be used to specify the minor revision number.

Format oo B ANSUNIST ITL 1-2011 (Type-1)
Previous DDE Name [ DoDEBTS12  NEE

Num Info ltems [ DoDEBTS20 NS

Chartypes [

None

Value Constraints  \IZSELiEWY

n/a

Deprecated By n/a

SunsetReason  [o2
Look Up Codes n/a
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Type-2 User-Defined Descriptive Text Record

Access Application Number (Emerging)

SECIBN ST 2.8518 (ACC_APP_NUM)

The unique identifier for an application to obtain access to a facility or base.

Remarks [
Developed for Base Access capability.

na DoD EBTS 1.2 No
M DoD EBTS 2.0 No
1610 16 DoD EBTS 3.0 No
charypes [

None

/2

n/a

DeprecateaBy  HlE

Look Up Codes n/a

Access Location (Emerging)

Field ID (Mnemonic) 2.8515 (ACC_LOC)

Specifies the location for access. The set consists of the Location Name, Address Value Type, Address Value,
Latitude (Degree/Minute/Second), Longitude (Degree/Minute/Second) and Location Description.

Remarks [
Developed for Base Access capability.

Base Access Approved Location DoD EBTS 1.2 No
12 DoD EBTS 2.0 No
n/a DoD EBTS 3.0 No
n/a
Specialchars Bl
n/a

n/a

Look Up Codes n/a

Description
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Type-2 User-Defined Descriptive Text Record

Access Location (Emerging)

Location Name (Emerging)

Field ID (Mnemonic) 2.8515_1 (ACC_LOC_NAME)
‘ The name of a geographical location. (e.g. Fort Belvoir)

Remarks [i8
‘m n/a m Deve!oped for Base Access capability.
Pending approval.
Provious DDE Name  [J2 booeetstz [

NumChars KRR DopEBTS30 [

U

Special Chars  LO%

Value Constraints [l

Logacy Derivanie  [iR

n/a

Look Up Codes n/a
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Integrated Data Dictionary V5.0

Type-2 User-Defined Descriptive Text Record

Access Location (Emerging)

City (Emerging)
Field ID (Mnemonic) 2.8515_2 (ACC_LOC_CITY)
Name of the city.

n/a

um nfotoms
CharTypos [0

n/a

Look Up Codes n/a

Country Code (Emerging)

OIS 2 8515 2 (ACC_LOC_CNTRY_CD)

umifooms
CharTypes

PRI The 1SO 3166-1 alpha3 country code.

Developed for Base Access capability.
Pending approval.

DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 No

Developed for Base Access capability.
Pending approval.

DoD EBTS 1.2 No
DoD EBTS 2.0 No
DoD EBTS 3.0 No

Look U Codes ISO-3166-1 ALPHA3 CODES:
P 1SO-3166-1 Alpha3 Country Codes = (http://metadata.ces.mil/mdr/ns/GPAS/codelist/iso3166-1/trigraph)
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Type-2 User-Defined Descriptive Text Record

Access Location (Emerging)

State / Province (Emerging)

Field ID (Mnemonic) 2.8515_3 (ACC_LOC_STATE)
The state, province or subdivision of a location.

n/a

na DoD EBTS 1.2 No
s e © DoD EBTS 2.0 No
INumChars  EEUEN) DoD EBTS 3.0 No
u

Special Char