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Are Your Biometrics Right For Us?

The mission of the Biometrics Task Force Biometrics Fusion Center (BFC) is to lead and facilitate the integration of databases, systems, and processes to support a biometrically-enabled, net-centric, enterprise-wide DoD identity protection, management and dominance capability.

Together with industry, academic, federal, industry, and military organizations, the BFC establishes biometric standards and performance measures for the test and evaluation of biometric technologies.  The BFC also evaluates these technologies and provides implementation support to DoD stakeholders.

The BFC seeks information about commercial biometric products and systems in order to consider the technologies for test and evaluation prior to possible adoption by DoD.

Please use the form below to provide unclassified information about your company’s biometric product or system.  After you submit the completed form to vendorinformation@dodbfc.army.mil, BFC will review the form to ensure completeness, and will place the information in a biometric technology database.  Use of this database is restricted to BFC personnel; your information will not be shared with other organizations without your written consent.

Updates and corrections can be submitted to the email address provided above.

For additional information, please contact:

Biometrics Fusion Center

347 West Main Street


Clarksburg, WV 26301

http://www.biometrics.dod.mil
Phone: (304) 326-3000

Fax: (304) 326-6156
Date submitted: 
Company Information
	Name
	     

	Street
	     

	City, State 
Zip Code
	     ,        
      

	Company URL:
	     

	Company Type: (for this product)
	     

	Company has US representative (for this product)
	     

	DUNS
	     

	POC Name
	     

	POC Title
	     

	POC phone
	     

	POC email
	     

	POC fax
	     


Questions (Please answer all that apply)

Data Provider Information 

	1. Product name:
	     

	2. Product URL:
	     

	3. Product version:
	     

	4. Original version release date:
	     

	5. Current version release date:
	     


	6. Is the product currently available for purchase?
	 FORMCHECKBOX 
Yes

 FORMCHECKBOX 
 No



	7. If not available for purchase, indicate the current development phase of the product:
	 FORMCHECKBOX 
 Design

 FORMCHECKBOX 
 Development

 FORMCHECKBOX 
 Prototype

 FORMCHECKBOX 
 Internal Testing

 FORMCHECKBOX 
 Beta Testing

	8. Has the DoD purchased this product?  
	   FORMCHECKBOX 
 Yes 
  Which organization(s) and what dates?       
   FORMCHECKBOX 
 No

	9. Has the DoD been involved in a demonstration/pilot project, which included the product?
	   FORMCHECKBOX 
 Yes 
  Which organization(s) and what dates?       
   FORMCHECKBOX 
 No

	10. Country in which product has been developed:
	     

	11. Country in which product has been manufactured:
	     

	12. Product Type:
	   FORMCHECKBOX 
Integrated sensor
 FORMCHECKBOX 
Integrated system
 FORMCHECKBOX 
System of system
 FORMCHECKBOX 
Enrollment/collection system
 FORMCHECKBOX 
Sensor

 FORMCHECKBOX 
Software
 FORMCHECKBOX 
Middleware
 FORMCHECKBOX 
Software Development Kit
Programming Languages:
 FORMCHECKBOX 
C
 FORMCHECKBOX 
C++

 FORMCHECKBOX 
C Sharp

 FORMCHECKBOX 
Java

 FORMCHECKBOX 
Visual Basic

 FORMCHECKBOX 
VB Script

 FORMCHECKBOX 
Other (Please Specify):      
 FORMCHECKBOX 
Other Product Type (Please Specify):      

	13. Product function:
	 FORMCHECKBOX 
Multi-factor (biometric + PIN/token)
 FORMCHECKBOX 
Smart Card

 FORMCHECKBOX 
Contact

 FORMCHECKBOX 
Contactless

 FORMCHECKBOX 
Common Access Card

 FORMCHECKBOX 
Magnetic Stripe

 FORMCHECKBOX 
Barcode

 FORMCHECKBOX 
Proximity

 FORMCHECKBOX 
Key fob

Other token function (Please Specify):
     
 FORMCHECKBOX 
Combined multimodal

 FORMCHECKBOX 
Other product function (Please Specify):
     

	14. Product application:
	 FORMCHECKBOX 
Enrollment system
 FORMCHECKBOX 
Logical access control

 FORMCHECKBOX 
Physical access control

 FORMCHECKBOX 
Other product application type (Please Specify):       

	15. Biometric matching capability:
	 FORMCHECKBOX 
Identification (1:N)
 FORMCHECKBOX 
Verification (1:1)

	16. Product/system is ruggedized:
	 FORMDROPDOWN 


	17. Product/system is weatherized:
	 FORMDROPDOWN 


	18. Range of environmental conditions in which product will function:
	Temperature (Specify Fahrenheit or Celsius):        
Humidity       
Vibration       

	19. Power requirements (in watts):
	     

	20. Power supply:
	 FORMCHECKBOX 
Commercial

 FORMCHECKBOX 
120 VAC 60 Hz

 FORMCHECKBOX 
220 VAC 50 Hz

 FORMCHECKBOX 
Other:       
 FORMCHECKBOX 
Battery

 FORMCHECKBOX 
USB

 FORMCHECKBOX 
External supply

 FORMCHECKBOX 
Other:       

	21. Single Item Cost:
	$               
Explain:       

	22. List products and associated items included in cost:
	     

	23. Documentation included:
	 FORMCHECKBOX 
Installation Manual

      FORMDROPDOWN 

Format

          
Administrator manual

       FORMDROPDOWN 

Format

          
User manual

      FORMDROPDOWN 

Format

          
Maintenance manual

      FORMDROPDOWN 

Format

          


	24. Maintenance agreement included:
	 FORMDROPDOWN 

Cost:       

	25. Warranty included:
	 FORMDROPDOWN 

Duration:       
Cost:       


	26. Technical support included:
	 FORMDROPDOWN 

Phone:

 FORMDROPDOWN 

Email:

 FORMDROPDOWN 

Fax:

 FORMDROPDOWN 

On site:
 FORMDROPDOWN 

Hours available (EST):       
Days of week available:       
US-based support available:   FORMDROPDOWN 

Cost per:       
Hour:
$     
Day:
$     

	27. Training support included:
	 FORMDROPDOWN 

Manual:
 FORMDROPDOWN 

CD/DVD:
 FORMDROPDOWN 

Web-based:
 FORMDROPDOWN 

Distance:
 FORMDROPDOWN 

On-site:
 FORMDROPDOWN 

Cost:
$     

	28. Anticipated release date of next version:
	      (M/d/yyyy)

(Please Explain):       

	29. Operating system:
	 FORMCHECKBOX 
Windows NT 4.0
 FORMCHECKBOX 
Windows 2000

 FORMCHECKBOX 
Windows XP

 FORMCHECKBOX 
UNIX

 FORMCHECKBOX 
Linux

 FORMCHECKBOX 
Solaris

 FORMCHECKBOX 
Novell

 FORMCHECKBOX 
Apple/Mac

 FORMCHECKBOX 
Other  (Please Specify):       


	30. Database/storage
	 FORMCHECKBOX 
Proprietary
 FORMCHECKBOX 
ODBC Compliant


 FORMCHECKBOX 
Oracle

 FORMCHECKBOX 
SQL Server

 FORMCHECKBOX 
MS Access

 FORMCHECKBOX 
Informix

 FORMCHECKBOX 
DB2

 FORMCHECKBOX 
FoxPro

 FORMCHECKBOX 
Interbase

 FORMCHECKBOX 
Flat file

 FORMCHECKBOX 
Other  (Please Specify):       

	31. Liveness Detection enabled:
	 FORMDROPDOWN 


	32. Modalities supported:
	 FORMCHECKBOX 
Fingerprint:

Creates common M1 Template:


 FORMDROPDOWN 

Acquisition type:

 FORMCHECKBOX 
Swipe


 FORMCHECKBOX 
Flat

              FORMCHECKBOX 
Roll

Sensor type:

 FORMDROPDOWN 

            (If Other, Explain):
                  
 FORMCHECKBOX 
Iris
 FORMCHECKBOX 
Hand/finger geometry

 FORMCHECKBOX 
Voice

 FORMCHECKBOX 
Signature

 FORMCHECKBOX 
Face

 FORMCHECKBOX 
Retina

 FORMCHECKBOX 
Vein

 FORMCHECKBOX 
Other (Explain):       


	33. Capture biometric stored as (Check all that apply):
	 FORMCHECKBOX 
Image
 FORMCHECKBOX 
Template

	34. Number of templates permitted per enrollee:
	      per enrollee

	35. Multimodal templates collected:
	 FORMDROPDOWN 


	36. Template size (uncompressed):
	     (kb)

	37. Template capacity limited by:
	 FORMCHECKBOX 
Memory
 FORMCHECKBOX 
Hard drive

 FORMCHECKBOX 
Database design

 FORMCHECKBOX 
PIN length

 FORMCHECKBOX 
Licensing agreement

 FORMCHECKBOX 
Other (Explain):       

	38. Template is signed:
	 FORMDROPDOWN 


 FORMCHECKBOX 
RSA


 FORMCHECKBOX 
DSS


 FORMCHECKBOX 
Proprietary


 FORMCHECKBOX 
Other (Explain):       


	39. Template protection format:
	 FORMCHECKBOX 
x9.84
 FORMCHECKBOX 
x.509

 FORMCHECKBOX 
Proprietary

 FORMCHECKBOX 
Other (Explain):       

	40. Template encrypted:
	 FORMDROPDOWN 

 FORMCHECKBOX 
Triple DES

 FORMCHECKBOX 
DES

 FORMCHECKBOX 
AES

 FORMCHECKBOX 
Blow Fish

 FORMCHECKBOX 
Two Fish

 FORMCHECKBOX 
Wincross

 FORMCHECKBOX 
Proprietary

 FORMCHECKBOX 
Other  (Explain):       

	41. Template automatically updates:
	 FORMDROPDOWN 

Frequency of update:       
Method:


 FORMCHECKBOX 
New templates replace old

 FORMCHECKBOX 
New template

 FORMCHECKBOX 
New and old template are merged

(Explain):       

	42. System permits pre-enrollment user accounts:
	 FORMDROPDOWN 


	43. System permits self-enrollment:
	 FORMDROPDOWN 


	44. System maintains event logs:
(Check all that apply)
	 FORMDROPDOWN 

 FORMCHECKBOX 
Rejects

 FORMCHECKBOX 
Accepts

 FORMCHECKBOX 
Failure to acquire

 FORMCHECKBOX 
Failure to enroll

 FORMCHECKBOX 
Other (Explain):       
 FORMCHECKBOX 
Source:


 FORMCHECKBOX 
Device


 FORMCHECKBOX 
Biometric system


 FORMCHECKBOX 
Operating system


 FORMCHECKBOX 
External application (Explain):       

	45. System threshold setting(s) configurable:
	 FORMDROPDOWN 

 FORMCHECKBOX 
Per user

 FORMCHECKBOX 
Per group

 FORMCHECKBOX 
Per device

 FORMCHECKBOX 
Per system

	46. System includes data integrity controls:
	 FORMDROPDOWN 

(Explain):       

	47. System performs data validation:
	 FORMDROPDOWN 


	48. Backup/restore capability provided:
	 FORMDROPDOWN 

 FORMCHECKBOX 
Within application

 FORMCHECKBOX 
In operating system

	49. Communications interface:
	 FORMCHECKBOX 
RS-232
 FORMCHECKBOX 
RS-485

 FORMCHECKBOX 
TCP/IP

 FORMCHECKBOX 
Wiegand


 FORMCHECKBOX 
26-bit


 FORMCHECKBOX 
64-bit


 FORMCHECKBOX 
Adjustable bit set

 FORMCHECKBOX 
Other (Explain):       

	50. Requires connection to a PC:
	 FORMDROPDOWN 


	51. Should be performed by:
	 FORMCHECKBOX 
Manufacturer
 FORMCHECKBOX 
Reseller

 FORMCHECKBOX 
Integrator

 FORMCHECKBOX 
Contractor (e.g., electrician)

 FORMCHECKBOX 
Purchaser

 FORMCHECKBOX 
Other (Explain):       

	52. Amount of time required to install:
	 FORMDROPDOWN 


	53. Requires separate hardware drivers:
	 FORMDROPDOWN 


	54. Device alarmed against tampering (i.e., impact on device exterior):
	 FORMDROPDOWN 


	55. Device alarmed against tampering (i.e., impact on device interior):
	 FORMDROPDOWN 


	56. System locks out user after multiple verification attempts:
	 FORMDROPDOWN 

Number of attempts:       

	57. Standards Complaince:
	 FORMCHECKBOX 
PIV

 FORMCHECKBOX 
BioAPI

 FORMCHECKBOX 
Section 508

 FORMCHECKBOX 
FIPS 140-2

 FORMCHECKBOX 
FIPS 201

 FORMCHECKBOX 
CBEFF

 FORMCHECKBOX 
ANSI B10.8

 FORMCHECKBOX 
FCC

 FORMCHECKBOX 
UL listed

 FORMCHECKBOX 
Other (Please List):       


Explanations
For questions that requires further explanation and there was not space available for comment, please type in the question number and your explanation below.  
     
Additional Information
     
Thank you for your time!  We look forward to reviewing your product information.

DoD Biometrics Fusion Center
Glossary 
Commercial Off-the-Shelf (COTS): Commercially available products that can be purchased and integrated with little or no customization, thus facilitating customer infrastructure expansion and reducing costs.
Common Access Card:  The smart card (see Smart Card definition) used throughout the DoD for identification and authentication purposes.
Customer/Beta Testing: Incorporating feedback of beta testing to product before releasing for general availability. 
Feature Design: Developing detailed design, identifying development tools and standards, design reviews, configuration management planning, test planning, and quality assurance planning.
Feature Development: Developing and testing code in readiness for system testing by Quality Assurance team. 
Government Off-the-Shelf (GOTS): Products typically developed by the technical staff of the government agency for which they are created. It is sometimes developed by an external entity, but with funding and specification from the agency. Because agencies can directly control all aspects of GOTS products, these are generally preferred for government purposes.

Internal Testing: Creating quality-testing test scenario and documenting results, managing issues and bugs, and preparing system for beta release. 
Multimodal:  Multimodal products are capable of utilizing more than one physiological or behavioral characteristic for enrollment, verification, or identification.

Pilot Project: A small- or large-scale effort designed to test the product in a real-world DoD environment.

Plug and Play: The ability to plug a device into a computer and have the computer recognize the device without user interaction.
Release/Feature Planning: Creating detailed product release plan/project plan and determining release schedule. 
Requirement Gathering: Developing product requirement definition, use cases, and technical architecture. 
Smart Card:  A smart card refers to a credit card-size device (approximately 2.25” x 3.625”) that contains one or more integrated circuit chips and may also employ one or more of the following technologies:
· Magnetic stripe
· Bar codes, linear or two-dimensional
· Non-contact and radio frequency transmitters
· Biometric information
· Encryption and authentication
· Photo identification

Biometric data can be stored on a smart card and users can present both the smartcard and their biometric during the authentication process.
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